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1. Intro to Cybersecurity 
for the Self-Defense 

Community

Awareness is the foundation for defense. Expertise 
not required.
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Foundational Concepts
1. If your life is connected to the Internet, it 
ƛǎ άƘŀŎƪŀōƭŜΦέ 

2. Without knowledge and awareness, you 
are virtually defenseless in cyberspace. 

3. Sophisticated threat actors such as 
cybercrime gangs and nation states DO 
ƛƳǇŀŎǘ ȅƻǳΣ ŜǾŜƴ ǿƘŜƴ ǘƘŜȅ ŘƻƴΩǘ ǘŀǊƎŜǘ 
you personally, because they impact the 
services that you use and the entities that 
keep your sensitive information.

4. Ignore the wiz-bang stuff and focus on 
good, fundamental, cyber defense 
practices to eliminate most threats.

5. ά!ǎǎǳƳŜ ōǊŜŀŎƘΦέ ¸ƻǳǊ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ 
maybe even your identity has already 
been compromised.

6. The young and the old are soft targets.

7. ¸ƻǳ ŎŀƴΩǘ ǎƻƭǾŜ ŜǾŜǊȅ ǇǊƻōƭŜƳ ƻǊ ŘŜŦŜŀǘ 
every threat with technology alone.

ü For many people their 
identity, private 
information, finances, and 
even their thoughts are at 
risk of theft, misuse, 
sabotage or influence. 

ü For the most vulnerable, 
their physical safety or 
even their life may be at 
risk.
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Why should you 
care?

Like it or not, you have a responsibility to learn 
the basics of cyber self-defense to protect 
vulnerable people in your circle who cannot 
adequately protect themselves - usually the 
oldest and the youngest in your life. First, you 
must protect yourself and your family.

Vulnerable Adults in Your Life

Parents or Elderly.

Targeted for their money.

Vulnerable Children or Young 
people in your life.

Targeted for mental or physical 
exploitation or identity theft.

You, the Sheepdog

Targeted for your money or 
access to employer / 

information, or other reasons 
that may be important to the 

threat actor. Also responsible for 
protecting the Elderly and the 

Young.

Is this you?
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You are far more likely to encounter cybercrime than a 
physical threat ς Just look at your inbox!

V Safety Paradigm. No guaranteed physical security or safety.

V Target. Human.

V Objective. Prevent bodily injury or death (and potentially 
the loss or damage of property).

V Loss of Life. Higher potential for serious injury or  loss of life.

V Risk Management Strategies. Physical security is about risk 
management. The strategies we use are knowledge and 
training, physical fitness, mental fitness, and situational 
awareness. Our toolbox includes lethal and non-lethal 
defensive weapons, combatives, etc.

Physical Self Defense

V Safety Paradigm. No guaranteed digital security or privacy.

V Target. Information such as your identity, data, or financial 
accounts, but technology can also be used to assist in physical 
crimes.

V Objective. Usually to prevent financial loss (and potentially 
espionage or sabotage of information systems), but for some, 
the objective is to prevent mental and physical harm.

V Loss of Life. Lower potential for loss of life, but the risk is not 
zero (especially for vulnerable children or patients under 
critical care). The impact of financial loss can be devastating.

V Risk Management Strategies. Cybersecurity is about risk 
management. The strategies we use are knowledge and 
training, mental fitness and situational awareness. Our toolbox 
includes privacy and security focused technology, and a strong 
value system.

Cyber Self Defense
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Security v. Privacy: Two 
sides of the same coin

ÅSECURITY is about preventing unauthorized 
access to your accounts and information. A 
system can be secure but not private.

ÅExamples: Google, Meta

ÅPRIVACY is about preventing abuse or misuse 
of your information. To be private a system must 
be secure.

ÅExamples: Proton, Signal
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How do cyber-attacks 
happen? Two perspectives

²Ƙȅ ǘƘƛǎ ƛǎ ƛƳǇƻǊǘŀƴǘΧ

ÅBasic understanding = awareness = preparedness mindset

ÅCyber attacks are not random occurrences. 

ÅThere are common stages to most attacks.

ÅAdversary Tactics, Techniques and Procedures (TTPs) are 
well-documented.
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Perspective #1: 
Cyber Kill Chain
ÅA military concept adopted by the 

cybersecurity profession.

ÅThe cyber kill chain was developed by 
Lockheed Martin.

ÅGoal is to intervene before Actions on 
Objectives are achieved

ÅWe can adapt this Enterprise concept for 
personal defense (your defense plan is 
much simpler than an enterprise-level 
plan!)

Graphic: Lockheedmartin.com

https://www.lockheedmartin.com/content/dam/lockheed-
martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf 

Boom!
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Image: Blackberry.com Boom!

MITRE ATT&CK® is a 
globally-accessible 
knowledge base of 
adversary tactics and 
techniques based on real-
world observations.
https://attack.mitre.org 

Perspective #2: MITRE ATT&CK
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Att&ck Example: Follow the Blue…Observed Ryuk Ransomware Tactics and Techniques

BOOM! 
Ransomware

BOOM! Data Exfil 
(theft for ransom)

Defenders goal is to stop the attacker Left 
of Boom. This is your goal in personal 
cyber defense even if your digital 
environment is less complex than an 
enterprise.

Damage is 
done.

Attack progression (might occur in non-linear fashion)

Blue highlights show the observed Tactics and Techniques 
used by Ryuk to deploy ransomware.
https://mitre -attack.github.io/attack-
navigator//#layerURL=https%3A%2F%2Fattack.mitre.org%2F
software%2FS0446%2FS0446-enterprise-layer.json 
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Let’s make Att&ck more personal…TTPs used to 
steal your credentials from your smart phone

NOTE: Most credential 
harvesting malware is 
written for Android!

https://attack.mitre.org/techniques/T1417/002/ 12



2. Threat Actors: 
People and groups
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3 Types of 
Threat 
Actors to 
consider in 
Self-
Defense 
Planning

1. Advanced Persistent Threats (APTs) / Nation State Actors

2. Cybercrime Actors

3. Child Predators*

*Child Predators are not a threat actor category considered 
by most cybersecurity frameworks or professionals in the 
business world. But, for personal cyber defense purposes we 
must address this threat to protect children in our lives.
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APTs versus Cybercriminals

crime

hacktivism

sabotage

espionage

APTs (Nation State Actors)

Targeted 
attacks

Financially 
motivated

-they target your wallet 
and your data

Politically 
motivated

-they target 

infrastructure that 
could force you into a 
survival situation or 

they spy on you

Cybercriminals

Graphic: Timo Steffens, enhancements added.

Advanced ς A sophisticated adversary.
Persistent ς Recon, planning, targeting, adapting until objective is reached.
Threat ς The actor behind the attack who has strategic motivations.
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Threat 
Actors

1. Advanced Persistent Threats 
/ Nation State Actors
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APTs / Nation States
ÅTheChinese governmentτofficially known as the 
tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /Ƙƛƴŀ όtw/ύτengages in 
malicious cyber activities to pursue its national 
interests includinginfiltrating critical infrastructure 
networks and theft of intellectual property.

ÅTheRussian governmentτofficially known as the 
Russian Federationτengages in malicious cyber 
activities to enable broad-scope cyber espionage, to 
suppress certain social and political activity, to steal 
intellectual property, and to harm regional and 
international adversaries.

ÅTheNorth Korean governmentτofficially known as 
ǘƘŜ 5ŜƳƻŎǊŀǘƛŎ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ YƻǊŜŀ ό5twYύτ
employs malicious cyber activity to collect 
intelligence, conduct attacks, and generate revenue.

ÅTheIranian governmentτofficially known as the 
Islamic Republic of Iranτhas exercised its 
increasingly sophisticated cyber capabilities to 
suppress certain social and political activity, and to 
harm regional and international adversaries.

Source: https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors 
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Are you personally at risk of attack by an APT?

tƻǘŜƴǘƛŀƭƭȅΧ

ÅIf you are employed by a high value target (HVTs)or are employed in the 
supply-chain of a high value target, you could be targeted by an APT as an 
initial access vector, or directly for espionage purposes.

ÅWhat are HVTs? US government, defense contractors, policy think tanks, 
software/IT companies, cybersecurity companies, critical infrastructure 
business or any third-party that supports one of these entities.
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Chinese 
Communist Party 
(CCP)
⁯Ặ

Image and translation: https://en.wikipedia.org/wiki/Chinese_Communist_Party
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CCP’s offensive cyber strategy

ÅEspionage, including data theft.

ÅSabotage, by prepositioning in US critical infrastructure.

ÅEconomic advantage via data theft.
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China’s quest for data control makes us targets.

Scale is unprecedented

ÅάCƻǊ ȅŜŀǊǎΣ ǿŜ ƘŀǾŜ ǿƛǘƴŜǎǎŜŘ /ƘƛƴŀΩǎ ǾƻǊŀŎƛƻǳǎ ŀǇǇŜǘƛǘŜ 
for the personal data of Americans, including the theft of 
personnel records from the US Office of Personnel 
Management, the intrusion into Marriott hotels, and 
Anthem health insurance company, and now the 
wholesale theft of credit and other information from 
9ǉǳƛŦŀȄΣέ CƻǊƳŜǊ ¦{ !DΣ ²ƛƭƭƛŀƳ .ŀǊǊΣ CŜōǊǳŀǊȅ ммΣ нлнмΦ

Åά.ȅ ŎƻƳōƛƴƛƴƎ ǇŜǊǎƻƴƴŜƭ Řŀǘŀ ǿƛǘƘ ǘǊŀǾŜƭ ǊŜŎƻǊŘǎΣ ƘŜŀƭǘƘ 
records, and credit information, Chinese intelligence has 
amassed in just five years a database more detailed than 
any nation has ever possessed about one of its 
adversaries. The data and its layers work both to identify 
existing US intelligence officers through their personnel 
records and travel patterns as well as to identify potential 
weaknessesτthrough background checks, credit scores, 
and health recordsτof intelligence targets China may 
ǎƻƳŜŘŀȅ ƘƻǇŜ ǘƻ ǊŜŎǊǳƛǘΦέ

https://www.wired.com/story/china-equifax-anthem-marriott-opm-
hacks-data/?_sp=4668f7c9-b2f5-46c2-acec-
12cd5a9ce83e.1758234410714 

Assessment

ά¢ƘŜ /L{ /¢L ǘŜŀƳ ŀǎǎŜǎǎŜǎ ǘƘŀǘ apps owned by the People's 
Republic of China (PRC) pose a threat to users because of 
the PRC's ability to leverage these apps for data collection 
and malign influence operations. Data control is central to 
the Chinese Communist Party's (CCP's) quest for digital and 
technological dominance on the world stage. This pursuit is 
supported by PRC laws granting the CCP the authority to 
collect data from Chinese companies. Given the popularity 
of these apps globally, and especially among American 
users, the CCP likely views the data stored within apps 
likeTikTok, Shein, and Temu as an important resource for 
their data control goalsΦέ

https://www.cisecurity.org/insights/blog/the-chinese-communist-
party-ccp-a-quest-for-data-control 
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China’s legal system is setup to harvest data

/ƘƛƴŀΩǎ [ŜƎŀƭ ŦǊŀƳŜǿƻǊƪ ŎƻƳǇŜƭǎ Řŀǘŀ ǎƘŀǊƛƴƎΣ 
espionage and theft at the behest of the CCP

ÅForeign Investment Law

ÅCounter Espionage Law

ÅNational Security Law

ÅCounter Terrorism Law

ÅCybersecurity Law

ÅNational Intelligence Law

ÅEncryption Law

ÅData Security Law

Assessment

ά!ǎ ŀ ƎŜƴŜǊŀƭ ƳŀǘǘŜǊΣ these laws compel foreign and 
domestic firms operating in the PRC or doing business with a 
company operating in the PRC to share certain data with 
authorities on request, giving the central government 
virtually unfettered access to company records and files, 
business contracts, intellectual property, confidential 
ǎǘǊŀǘŜƎƛŜǎΣ ŀƴŘ ŜƳǇƭƻȅŜŜ ŀƴŘ ŎǳǎǘƻƳŜǊ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦέ 

https://www.wiley.law/newsletter-Mar-2021-PIF-US-Businesses-Must-Navigate-Significant-Risk-
of-Chinese-Government-Access-to-Their-Data 
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Example: Chinese State Actors 
Salt Typhoon

ÅAffiliated with /ƘƛƴŀΩǎ aƛƴƛǎǘǊȅ ƻŦ {ǘŀǘŜ {ŜŎǳǊƛǘȅΦ

ÅFocused on espionage.

ÅBreached 9 major US telecommunications companies in 
2024, which compromised American's phone calls, text 
messages, geolocation data and communications 
ƳŜǘŀŘŀǘŀ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ CŜŘΩǎ ǿƛǊŜǘŀǇǇƛƴƎ ǎȅǎǘŜƳǎΦ

https://www.cybersecuritydive.com/news/salt-typhoon-telecom-hacks-one-of-
the-most-consequential-campaigns-against/746870/ 

https://www.varonis.com/blog/salt-typhoon 

Volt Typhoon

ÅAffiliated with /ƘƛƴŀΩǎ tŜƻǇƭŜΩǎ [ƛōŜǊŀǘƛƻƴ !ǊƳȅ 
Cyberspace Force.

ÅTargets US critical infrastructure and pre-positions on IT 
networks of communications, energy, transportation 
systems, and water and wastewater companies. 

ÅExploits known vulnerabilities in VPNs, firewalls and 
routers. Uses living-off-the land methods to hide in plain 
site.

ÅGoal of prepositioning is to get close to the Operational 
Technology networks that run the physical systems (e.g., 
power grid, waster systems, pipelines) to disrupt the US 
in the event of a conflict or war.

https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-
typhoon-targets-us-critical-infrastructure-with-living-off-the-land-
techniques/ 

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a 
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Biggest risk from self-defense and preservation 
perspective may be sabotage of power grid and 
other utilities during conflict escalation or war, 
and the ensuing chaos.
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Russian Federation
ʈʦʩʩʠʡʩʢʘʷ ʌʝʜʝʨʘʮʠʷ

Image and translation: https://en.wikipedia.org/wiki/Russia
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Russia’s offensive cyber strategy

ÅEspionage.

ÅIntelligence gathering.

ÅPrepositioning in critical infrastructure.

ÅUkraine ς disruption.
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Example: APT29 a/k/a Cozy Bear, 
Midnight Blizzard: Russian Foreign 
Intelligence Service (SVR)

Å The SVR primarily targets government networks, think tank and policy 
analysis organizations, and information technology companiesfor 
espionage and intelligence gathering.

Å Infamous hacks: SolarWinds (2021), Critical research facilities for COVID-
19 vaccines (2020), DNC (2016).

Å SolarWinds was a game changer for software supply chain attacks; 
APT29 compromised the software build process for a popular IT 
management software and injected backdoor malware. 

Å The malicious update was deployed to approximately 18,000 customers, 
including U.S. government agencies, giving APT29 a platform for further 
network infiltration.

https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a

https://socradar.io/apt-profile-cozy-bear-apt29/ 
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Images: businessinsider.com
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Russia-Ukraine War

ÅRussia has leveraged its cyber capabilities in the 
Ukraine-Russia war characterized by critical 
infrastructure attacks, data exfiltration and espionage, 
destructive malware, ransomware, denial of service, 
phishing and social engineering.

ÅThat said, cyber has not been decisive in the war, 
rather it remains a supportive capability.
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https://www.trustwave.com/en-us/resources/blogs/spiderlabs-
blog/three-years-of-cyber-warfare-how-digital-attacks-have-
shaped-the-russia-ukraine-war/ 
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Democratic People's 
Republic of Korea (DPRK)
ⱳἐḊלל╥╬Ḋ̑ ̰

Image and translation: https://en.wikipedia.org/wiki/North_Korea
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DRPK’s offensive cyber-strategy

ÅCryptocurrency theft.

ÅFAKE Information Technology front companies.

ÅFAKE Information Technology workers.

ÅPrimary goal is to generate revenue for the hermit nation and its 
WMD program.
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Active: APT38 a/k/a 
Lazarus Group: 
Reconnaissance General 
Bureau (RGB)
ÅKnown for cryptocurrency hacks (Most recently the ByBit attack, 2025, $1.5billion in Ethereum). 

Initiated with a phishing attack on the Ethereum cold wallet multisig signers, which ultimately 
allowed the attacker to alter the smart contract logic of the cold wallet and divert funds. Within a 
day, $4 billion flowed through the Bybit trading platform, was converted into multiple 
cryptocurrencies and transferred through multiple decentralized exchanges, cross-chain bridges and 
mixers to obfuscate the trail.

ÅKnown for ransomware attacks (WannaCry, 2017, combined ransomware with worm functionality 
that infected 200,000 computers across the world until a security researcher found the kill switch). 
Notably, it used an exploit called Eternal Blue that was developed by the NSA and previously stolen 
by a group called the Shadow Brokers.

ÅLazarus is attributed to over $5b in stolen cryptocurrency since 2017, 35% of all stolen funds in 2024, 
ǳǎŜŘ ǘƻ ŦǳƴŘ ǘƘŜ 5twYΩǎ ²a5 ǇǊƻƎǊŀƳǎ ό¢wa [ŀōǎύ
https://thehackernews.com/2021/02/us-charges-3-north-korean-hackers-over.html 
https://www.trmlabs.com/resources/blog/north-koreas-lazarus-group-moves-funds-through-tornado-cash
https://www.bleepingcomputer.com/news/security/fbi-north-korean-hackers-stole-100-million-in-harmony-crypto-hack/ 
https://www.bleepingcomputer.com/news/security/fbi-confirms-lazarus-hackers-were-behind-15b-bybit-crypto-heist/ 
https://www.trmlabs.com/resources/blog/the-bybit-hack-following-north-koreas-largest-exploit https://learn.bybit.com/en/this-week-in-
bybit/bybit-security-incident-timeline 

2021
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How do experts attribute these hacks to Lazarus if  
cryptocurrency is anonymous?

Å/ǊȅǇǘƻŎǳǊǊŜƴŎȅ ƛǎƴΩǘ 
anonymous. Its 
pseudonymous.

ÅOn-chain transactions are 
visible to anyone (purpose of 
blockchain).

ÅAttribution to wallet owners 
is made by blockchain 
intelligence platforms like 
TRM Labs, Elliptic and 
Chainalysis.

Å This is how law enforcement 
tracks illicit crypto 
transactions and attempts to 
seize and recover the value 
of funds.

https://www.trmlabs.com/resources/blog/inside-north-koreas-crypto-heists 
https://www.trmlabs.com/resources/blog/the-bybit-hack-following-north-koreas-largest-exploit 
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Funds moving off of ByBit after the initial hack (TRM Graph Visualizer)
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DPRK Tactic: Fake IT workers employed by 
front companies

32

ά.ȅ impersonating legitimate U.S.-
based software and technology 
consulting firms, North Korean 
actors aim to gain trust and access 
to sensitive contracts, 
circumventing sanctions and 
evading detection. These tactics 
highlight a deliberate and evolving 
strategy that leverages the global 
digital economy to fund state 
activities, including weapons 
developmentΦέ

https://www.sentinelone.com/labs/dprk-it-
workers-a-network-of-active-front-
companies-and-their-links-to-
china/?li_fat_id=69b74e0b-02ff-466a-93c0-
a1dc92b0b7fc 
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DPRK Tactic: Fake IT workers applying for jobs at 
legitimate companies

Yƴƻǿ.Ŝп ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ ǇǊƻǾƛŘŜǊ ƻŦ ŀǳǘƻƳŀǘŜŘ ǎŜŎǳǊƛǘȅ 
awareness and phishing simulation training.

ÅάYƴƻǿ.Ŝп ƴŜŜŘŜŘ ŀ ǎƻŦǘǿŀǊŜ ŜƴƎƛƴŜŜǊ ŦƻǊ ƻǳǊ ƛƴǘŜǊƴŀƭ L¢ !L ǘŜŀƳΦ 
We posted the job, received resumes, conducted interviews, 
performed background checks, verified references, and hired the 
person. We sent them their Mac workstation, and the moment it 
ǿŀǎ ǊŜŎŜƛǾŜŘΣ ƛǘ ƛƳƳŜŘƛŀǘŜƭȅ ǎǘŀǊǘŜŘ ǘƻ ƭƻŀŘ ƳŀƭǿŀǊŜΦέ

ÅάhǳǊ Iw ǘŜŀƳ ŎƻƴŘǳŎǘŜŘ ŦƻǳǊ ǾƛŘŜƻ ŎƻƴŦŜǊŜƴŎŜ ōŀǎŜŘ ƛƴǘŜǊǾƛŜǿǎ 
on separate occasions, confirming the individual matched the 
photo provided on their application. Additionally, a background 
check and all other standard pre-hiring checks were performed 
and came back clear due to the stolen identity being used. This 
was a real person using a valid but stolen US-based identity. The 
ǇƛŎǘǳǊŜ ǿŀǎ !L ΨŜƴƘŀƴŎŜŘΩΦέ

Åά¢Ƙƛǎ ƛǎ ŀ ǿŜƭƭ-organized, state-sponsored, large criminal ring with 
ŜȄǘŜƴǎƛǾŜ ǊŜǎƻǳǊŎŜǎΦέ

KnowBe4 CEO and Founder, Stu Sjouwerman

Stolen identity used to 
pass background checks

AI-enhanced photo 
used in hiring process 

https://blog.knowbe4.com/how-a-north-korean-fake-it-
worker-tried-to-infiltrate-us 
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Threat 
Actors

2. Cybercrime Actors
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Cybercrime Actors

ÅCybercrime Actors are criminal groups generally motivated by 
financial gain.

ÅThey often operate out of the same nation states that target the 
US (e.g., China, Russia), but also out of places like Nigeria, Eastern 
Europe, South America, the UK and the US.

ÅMany focus on Big Game Hunting (BGH) and target businesses for 
larger gains.

ÅIndividuals are also targeted as initial access vectors or directly 
for financial gain (elders).

ÅYour information is at risk from data breaches perpetrated by 
cybercrime gangs (third-parties to you).

As of September 2025, 

MITRE Att&ck is 

tracking 170 groups 

which include 

cybercrime actors 

and nation state 

actors!
https://attack.mitre.org/groups/ 
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What do Cybercrime 
Actors want from you?

Credentials & Money.

!ƴŘ ǘƘŜȅ ǘǊȅ ǘƻ ƎŜǘ ƛǘ ōȅΧ
Å Social engineering via email

Å Social engineering via mobile

Å Stealing your identity

Å Calling your financial institutions

Å Malware (Infostealers)

Å Credential harvesters

Å Brute force

Å Elder fraud

Å Romance scams

Å Cryptocurrency scams

Å Investment scams

Å Extortion scams

Å Big Game Hunters focus on businesses

36



Cybercrime Actors often run like businesses

Conti Leaks

Å In 2022, Conti was a 
notorious and profitable 
cybercrime ransomware 
group.

ÅAfter a Ukraine researcher 
exposed 60,000 messages 
from inside the group, 
they disbanded.

ÅThe reconstructed org 
chart from internal 
communications 
demonstrates how 
organized these crime 
groups can be.

https://www.riskinsight-
wavestone.com/en/2022/07/ransomw
are-inside-the-former-conti-group/ 
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Example: DarkSide (DarkMatter)

ÅRansomeware-as-a-Service model. They 
received a cut of the ransom proceeds as a 
license fee.

ÅPossible Russia affiliation. Only hire Russian-
speaking affiliates. Avoids targeting Russian-
speaking organizations.

ÅTriple extortion tactics.

Responsible for the Infamous Colonial Pipeline 
ransomware attack.

ÅHalted production on 5,500 miles of pipeline 
in Eastern US.

ÅRun on gas causes supply shortages.

ÅDarkSide attacked the IT systems not the OT 
systems (would have been far worse!).

ÅRansom of ~$5million, or 75 Bitcoin(BTC) was 
paid on Day 2.

ÅWithin a few days DarkSide shut down due to 
law enforcement pressure. A month later, the 
FBI seized back $2.3 million in BTC.

ÅWake-up call for the US to re-prioritize 
security for critical infrastructure.

ÅRegrouped as DarkMatter in a short time.
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Example: FIN7 a/k/a Carbon 
Spider
ÅFinancially motivated. Ukraine and Russia affiliation. Primarily target the 

retail, restaurant, hospitality, software, consulting, financial services, 
medical equipment, cloud services, media, food and beverage, 
transportation, insurance and utilities industries in the U.S. Pretty much 
everything!

ÅPreviously known to compromise point-of-sale systems; Since 2020, known 
to use numerous ransomware variants; Phishing (email) is a primary tactic 
for initial access.

ÅSince at least 2015, FIN7 and its associates caused more than $1 billion 
worth of damage and losses to organizations and individuals, which includes 
not only damage to networks from attacks, but tens of millions of stolen 
credit cards that were eventually sold on the dark web.

ÅResurgence in 2024. observed targeting or impersonating the following 
brands: American Express, Affinity Energy, Airtable, Alliant, Android 
Developer, Asana, Bitwarden, Bloomberg, Cisco (Webex), CNN, Costco, 
Dropbox, Grammarly, Google, Goto.com, Harvard, Lexis Nexis, Meta, 
Microsoft 365, Midjourney, Netflix, Paycor, Quickbooks, Quicken, Reuters, 
Regions Bank Onepass, RuPay, SAP (Ariba), Trezor, Twitter/X, Wall Street 
Journal, Westlaw, and Zoom, among others.

ÅHow many of these brands have you done business with?

Å https://www.bankinfosecurity.com/high-ranking-fin7-gang-member-
receives-7-year-prison-term-a-16939 

Å https://attack.mitre.org/groups/G0046/
Å https://www.fbi.gov/contact-us/field-

offices/seattle/news/stories/how-cyber-crime-group-fin7-attacked-
and-stole-data-from-hundreds-of-us-companies 

Å https://www.justice.gov/usao-wdwa/pr/three-members-notorious-
international-cybercrime-group-fin7-custody-role-attacking-over

Å https://cyware.com/resources/research-and-analysis/the-evolution-
and-exploits-of-fin7-from-pos-malware-to-ransomware-dominance-
0623

Å https://krebsonsecurity.com/2024/07/the-stark-truth-behind-the-
resurgence-of-russias-fin7/ 
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Example: Scattered Spider, LAPSU$, Shiny 
Hunters
ÅTrio of notorious groups that joined forces this summer. 

Reportedly made up of teenagers from the US and UK.

ÅAugust 2025, forced Jaguar Land Rover (JLR) to shut 
down, causing severe disruptions to retail and 
production. (Ransomware is particularly disruptive in 
manufacturing).

ÅUK dealers unable to register new vehicles or supply 
parts.

Å33,000 factory staff in the UK told to stay home.

https://cybernews.com/security/jaguar-jlr-cyberattack-
claimed-by-salesforce-hackers-scattered-spider-shiny-
hunters/ 

Arrests

ÅOn September 18, 2025, the US and UK arrested 19-year-
old Thalha Jubair and 18-year-old Owen Flowers for over 
120 intrusions and extortion of 47 US entities that netted 
$115 million in ransom payments.

ÅTheir victims included Marks & Spencer, Harrods, MGM 
Casino and many others.

Åhttps://www.pcmag.com/news/120-breaches-2-teens-
arrested-for-scattered-spider-hacking-spree 
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Threat 
Actors

3. Child Predators
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Child Predators: The problem

https://childrescuecoalition.org/the-issue/
https://childrescuecoalition.org/we-cannot-arrest-our-way-out-child-
rescue-coalition-ceo-reacts-to-recent-exploitation-cases/
https://childrescuecoalition.org/involved/ (DONATE)

Greg Schiller, CEO of Child Rescue Coalition, 
says his organization has helped police around 
the world catch thousands of predators.
άhǳǊ ǘŜŎƘƴƻƭƻƎȅ ƛǎ ǎƘƻǿƛƴƎ Ƴƛƭƭƛƻƴǎ ƻŦ ǳǎŜǊǎ ŀ 
day online sharing CSAM, trying to solicit 
ƳƛƴƻǊǎ ŀƭƭ ƻǾŜǊ ǘƘŜ ǿƻǊƭŘΣέ he said.
ά²Ŝ Ŏŀƴƴƻǘ ŀǊǊŜǎǘ ƻǳǊ ǿŀȅ ƻǳǘ ƻŦ ƛǘΦ ²Ŝ Ŏŀƴ 
get the worst offenders. But parents need to 
do a better job educating their children on all 
of the dangers that are happening onlineΣέ ƘŜ 
said.
FOR PARENTS:
https://childrescuecoalition.org/educations/insights-from-
child-rescue-coalitions-2025-online-risk-report-what-todays-
parents-need-to-know/ 
https://childrescuecoalition.org/education/ 

Disclosure: My wife and I donate to Child Rescue Coalition monthly. Greg is a credible, experienced 
leader and the CRC team is outstanding. 

CRC makes critical software for law 
enforcement to catch predators and gives it 
to them for free! Please consider donating.
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CRC technology used by law enforcement

Å Predators use technology to access, 
groom and exploit children therefore we 
need to incorporate this threat into our 
cyber self-defense plan.

Å Image (right) shows real time tracking of 
the trade of child sexual abuse material 
(CSAM). Each dot indicates images and 
videos of children under the age of 12 
being sexually abused.

Å This is a still shot from the CRC video that 
shows active proliferation / trading of 
CSAM at one moment in time.

Å Watch the video: 
https://www.youtube.com/watch?v=H0y
QpIceAng https://childrescuecoalition.org/involved/ (DONATE to Help 

Catch Predators so CRC can give free tools to Law Enforcement)
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One of Vermont’s worst computer facilitated 
crimes…

Å ±¢Ωǎ ŦƛǊǎǘ !ƳōŜǊ !ƭŜǊǘ
Å Nearly five years in the making
Å Fabricated sex-ǊƛƴƎ ŎŀƭƭŜŘ ά.ǊŜŎƪŜƴǊƛŘƎŜέ
Å Michael Jacques used psychological coercion of a 9-year-old girl to 

force sexual acts under threats of death for nearly 5 years primarily 
via email, but also used phone and animal killing

Å Ultimately used the abused girl to lure Brooke Bennet
Å Drugged, raped, and murdered her
Å Planted physical and digital evidence to distract LE
Å wŀȅ DŀƎƴƻƴΣ ǾƛŎǘƛƳΩǎ ŦƻǊƳŜǊ ǎǘŜǇ-father, traded CSAM with 
WŀŎǉǳŜǎΣ ƘŜƭǇŜŘ WŀŎǉǳŜǎ ƳƻŘƛŦȅ ŎƻƴǘŜƴǘ ƻƴ ǾƛŎǘƛƳΩǎ aȅ{ǇŀŎŜ ǘƻ 
suggest she ran away with someone; disposed of evidence; 17 
years in prison

Å Jacques - Federal murder charges ς death penalty plead to life + 70 
years; Jacques had extensive criminal history

Å VT ICAC, Burlington Police, VT State Police, FBI, VT US Attorney

THIS SHOULD NEVER HAPPEN!
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764 represents the 
worst.

ÅάΧhƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ ƘŜƛƴƻǳǎ ƻƴƭƛƴŜ ŎƘƛƭŘ ŜȄǇƭƻƛǘŀǘƛƻƴ ŜƴǘŜǊǇǊƛǎŜǎ 
ǿŜ ƘŀǾŜ ŜǾŜǊ ŜƴŎƻǳƴǘŜǊŜŘΧΣέ tŀƳ .ƻƴŘƛΣ ¦{ !ǘǘƻǊƴŜȅ DŜƴŜǊŀƭ

Å 764 is a network of nihilistic violentextremists (NVEs), whose goal is to 
destroy civilized society through the corruption and exploitation of 
vulnerable populations, which often include minors.

Å Offshoot of the Order of the Nine Angles, or O9Aτa neo-Nazi 
accelerationist group involved in multiple terrorist plots.

Å Communicate through encrypted apps.
Å Created guidebooks on how to socially engineer, recruit and extort 

vulnerable girls ŦǊƻƳ ¢ǿƛǘǘŜǊ ό·ύΣ wŜŘŘƛǘ άǎŜƭŦ-ƘŀǊƳέ ŎƻƳƳǳƴƛǘƛŜǎ ŀƴŘ 
other social media platforms.

Å Target vulnerable populations to include children as well as those who 
struggle with a variety of mental health issues, such as depression, eating 
disorders, or suicidal ideation.

Å Ordered their victims (9-17 years old) to commit acts of self-harm and 
engaged in psychological torment and extreme violence against minors. 
Young girls cut symbols into their bodies.

Å Used the CSAM and other gore and violent material to create digital 
ά[ƻǊŜōƻƻƪǎΣέ ǿƘƛŎƘ b±9ǎ ǳǎŜŘ ŀǎ ŘƛƎƛǘŀƭ ŎǳǊǊŜƴŎȅ ǿƛǘƘƛƴ ǘƘŜ тсп ƴŜǘǿƻǊƪΦ

Å https://www.ic3.gov/PSA/2025/PSA250306
Å https://www.justice.gov/usao-dc/pr/leaders-764-arrested-

and-charged-operating-global-child-exploitation-enterprise
Å https://www.fbi.gov/contact-us/field-

offices/losangeles/news/downey-man-suspected-of-
membership-in-the-764-nihilist-violent-extremist-group-
arrested-for-possession-of-child-pornography 

Å https://headlineusa.com/satanic-pedophile-exposed-by-
headline-usa-pleads-guilty-to-child-porn-charges/ 

Å https://tuzarapost.substack.com/p/leaders-of-764-arrested-
and-charged 

Å https://www.justice.gov/usao-dc/media/1398431/dl 

Kyle Spitze, Knoxville, TN Dong Kim, Downey, CA

Prasan Nepal, NC

Spitze was recruited at 
age 18 by a woman 20 
years older while his 
parents were getting 
divorced. There have 
been many more 
arrests.
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Child Safety - Recap
1. Just like physical attackers, child predators exploit 
ǘƘŜ ǾǳƭƴŜǊŀōƭŜΣ ǎƻ ŘƻƴΩǘ ƭŜŀǾŜ ǘƘŜ ŎƘƛƭŘǊŜƴ ƛƴ ȅƻǳǊ 
life vulnerable to predators. Recognize that your 
life situation might make them vulnerable.

2. You can have all the physical defenses but if your 
child has a smartphone, or plays online games, 
predators can reach them.

3. Know what they are doing online and on their 
phones.

4. Know who is influencing your children.

5. ¢ŀƭƪ ǘƻ ǘƘŜƳ ƻŦǘŜƴΣ ȅƻǳ ŎŀƴΩǘ ǘŜŎƘ ȅƻǳǊ ǿŀȅ ǘƻ 
safety.

¢LtΥ Lƴ ŀƴ ŜƳŜǊƎŜƴŎȅΣ ǎŜƴŘ ȅƻǳǊ ŎƘƛƭŘǊŜƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ 
to LE quickly using the Child ID App.

https://www.fbi.gov/news/apps/child-id-app 
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3. A Cyber 
Self 
Defense 
Plan

CƻƭƭƻǿƛƴƎ ǘƘƛǎ Ǉƭŀƴ ǿƛƭƭ ƳŀƪŜ ȅƻǳ ŀ ƘŀǊŘŜǊ ǘŀǊƎŜǘ ōǳǘ ǿƻƴΩǘ 
make you invisible. Other experts may have different 
opinions. Figure out what works best for your personal 
situation. 
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Objective of Your Personal Cyber Defense Plan is Acceptable Risk

Your residual risk should fall within 
your personal risk tolerance. It is 
άŀŎŎŜǇǘŀōƭŜέ ǘƻ ȅƻǳ ƛŦ ȅƻǳ ŘƻƴΩǘ 
worry about it or lose sleep over it. 

If residual risk is not acceptable, 
continue to address the weaknesses 
in your technology, processes or 
personal habits until it is.

No 
Countermeasures

Residual
Risk

Risk

Countermeasures

MFA

VPN Antivirus

Password Manager

Identity Monitoring

Awareness

Cyber insurance

Encryption

Secure messaging
Financial controls
Open communication (kids/elders)
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Let’s Discuss Some Key Concepts 
That Apply to Our Practical Cyber 
Self Defense Plan
Being a hard cyber-target does not require perfection. It requires basic knowledge, 
threat awareness and action.
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Key Concept 
#1: Passwords 
and Password-
less

Why Passwords? 

ÅA password is a secret used in 
combination with a username 
to access a resource.

Å In theory, you are the only 
person who knows the 
password, but it is really a weak 
form of authentication.

Å Length is the most important 
factor (not much gain after 21 
characters).

ÅUse a password manager to 
store all your credentials and 
reduce password exposure. Get 
the family version and share 
with your spouse!

ÅCaveat: A long password that 
has previously been stolen is 
useless. 

Why Password-less?

ÅPassword-less options eliminate the 
risk of stolen passwords! Pass-Keys 
replace passwords by using public-key 
cryptography, which creates a private 
key on your device and sends the 
public key to the online service (site). 

ÅWhen you go to login, the site sends a 
challenge to your device, which your 
device signs with your private key. 
The site verifies your key and 
authenticates you. There is NO 
password to compromise!

Å The process is transparent to you and 
occurs via a chosen method such as 
biometrics, PIN code, device unlock 
or other method. The service you use 
will ask you if you want to setup a 
passkey.

vǳƛŎƪ ŎƘŜŎƪǎΧ
Check the strength of your password: https://www.security.org/how-secure-is-my-password/ 
Check if your password has appeared in known data breaches: https://haveibeenpwned.com/Passwords 
Learn about 1Password password manager: https://1password.com/personal-family-security  
*Password managers scan your stored passwords for compromises in known breaches, as well as for strength.
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Key Concept 
#2: Multi-
Factor 
Authentication

ÅWhy MFA? 

ÅMFA is the #1 countermeasure 
against stolen credentials. It 
prevents access to your account 
when the attacker knows your 
login.

ÅMFA means two or more of: 
Something you KNOW, Something 
you POSSESS, or Something you 
ARE. It may also include 
SOMEWHERE YOU ARE or 
SOMETHING YOU DO.

Å2FA means exactly 2 factors and is 
weaker than MFA. It usually means 
a password and a PIN or push 
notification approval on your 
phone.

Å2FA code to email is very weak and 
is strongly discouraged.

Example of factors:

ÅPassword (KNOW)

ÅPhone (POSSESS)

ÅTOTP ς Time-based One Time 
Pin from Google 
Authenticator app on your 
smart phone. (KNOW)

Å In-app acknowledgement 
(POSSESS)

ÅFacial recognition (ARE)

ÅFingerprint scan (ARE)

ÅGeolocation (SOMEWHERE)

ÅTyping rhythm (DO)

Google Authenticator 
is a popular, free TOTP 
(and HOTP) 
authenticator app that 
produces a time-
based one-time pin, or 
an event based one 
time pin (HOTP). Get it 
from your favorite app 
store and install it on 
your smart phone.
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Key Concept 
#3: Virtual 
Private 
Network (VPN)

Why VPNs?

ÅA VPN encrypts all 
communications from your 
device  to the VPN server 
(there are site-to-site VPNs 
which we will disregard for 
personal cyber defense).

ÅEncryption means that an 
attacker (or legitimate service 
providers) cannot read your 
communication.

ÅUse a VPN on your laptop and 
your phone.

ÅSome websites block traffic 
from certain VPN services. 
You will need to decide if it is 
worth turning the VPN off to 
use the service on a case-by-
case basis.

Selecting VPNs. Not all VPN services 
are created equal. Some tips for 
selecting a good VPN service:

ÅUse a well-known, opensource VPN 
that has been vetted by the security 
community and validated by 
reputable third-parties.

Å If you use a commercial provider, 
look for independent third-party 
tests that prove the claims of 
encryption and privacy, but 
understand that the code is black-
box.

ÅCheck that the VPN has been tested 
for leakage or run the tests yourself.

Å If you travel to semi-permissive 
regions choose a VPN that masks 
the fact that it is a VPN.What is VPN leakage?

VPN leakage occurs when part of your communication is still 
made visible to the Internet Service Provider. Leaks may 
include IP address, DNS or other meta information. This 
means that the ISP could still see what sites you browsed to 
even if your communication to that site is encrypted.

EXPRESS VPN and PROTON VPN have excellent 
reputations. Read a comparison here:
https://www.security.org/vpn/expressvpn-vs-
protonvpn/
Disclosure: I use Proton. I have not used Express. 
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Key Concept 
#4: End-to-
End 
Encryption

Why End-to-End Encryption?

ÅEnd-to-End Encryption means that 
the encryption starts on your device, 
not in the online service you are 
using. 

ÅYou control the encryption key not 
the provider (although this process is 
usually invisible to you). It is the 
most secure way to communicate.

Å It protects against two things: 

1. A breach of the third-party 
service provider (attacker 
cannot read your 
communications).

2. Access by the third-party 
service provider (provider 
cannot recover messages or 
access for malicious 
reasons).

ÅBoth sender/receiver must be using 
the same technology.

Examples:

Å iMessage to iMessage is end-
to-end-encrypted messaging

Å iMessage to Android is not 
end-to-end encrypted

ÅProton to Proton is end-to-
end encrypted

ÅProton to Gmail is not end-to-
end-encrypted

ÅSignal to Signal is end-to-end 
encrypted

Å²ƘŀǘΩǎ !ǇǇ ǘƻ ²ƘŀǘΩǎ !ǇǇ ƛǎ 
end-to-ŜƴŘ ŜƴŎǊȅǇǘŜŘ όōǳǘ ƛǘΩǎ 
a Meta product, so trust 
factor is lower for me)

Want to learn more?
Proton: https://proton.me/blog/what-is-end-to-end-
encryption 
Signal: https://support.signal.org/hc/en-
us/articles/360007320391-Is-it-private-Can-I-trust-it 
Whats App: https://faq.whatsapp.com/820124435853543 
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Key Concept 
#5: Encryption 
at Rest and in 
Transit

Why encryption at rest?

ÅEncryption at rest refers to the 
encryption of your data when it is 
being stored on your devices or 
in the cloud.

ÅEncryption at rest is only useful 
ǿƘŜƴ ǎƻƳŜƻƴŜ ŎŀƴΩǘ ŘŜŎǊȅǇǘ ƛǘΦ

ÅOnline service providers typically 
can decrypt your data at rest to 
provide support (unless it is end-
to-end-encrypted). 

ÅUse Bitlocker (Windows) or 
FileVault (MAC) to encrypt the 
hard drives of your computers for 
data protection. 

ÅEncryption at rest protects your 
data if your device is stolen.

Why encryption in transit?

ÅEncryption in transit refers to 
the encryption of your data (and 
communications) when it is 
moving from one place to 
another. 

ÅVPNs encrypt in transit from 
your device to the VPN server 
network. 

ÅTransport Layer Security (TLS) 
encrypts in transit from your 
web browser to the web server 
you are connecting to. TLS is in 
effect if you see the LOCK icon 
near the URL in your browser or 
if the web address is preceded 
by HTTPS://. 

Å IMPORTANT: The LOCK icon only signifies 
encryption it does not tell you if it is good 
or bad. Threat actors can purchase the 
same encryption certificates as good guys. 

Tips for stolen decices?
Windows 10/11 computer. Enable Bitlocker to protect 
your data. If stolen, change your Microsoft Account 
password just in case the thief has the one you last 
logged into the computer with. 
Macbook (MacOS). Enable FileVault to protect your 
data. Use FindMy to remotely wipe the computer if it 
is stolen and not recoverable.
iPhone/iPad. Protect with unique pin and/or 
biometrics. Use FindMy to remotely wipe the device if 
it is stolen and not recoverable. 
Android. Protect with unique pin and/or biometrics. 
Setup the FindHub app and use it to remotely wipe 
the device if it is stolen and not recoverable.
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Key Concept 
#6: 
Unauthorized 
Transactions

Are you responsible?

ÅUnauthorized transactions are 
ƎƻǾŜǊƴŜŘ ōȅ CŜŘŜǊŀƭ άwŜƎǳƭŀǘƛƻƴ 9Σέ 
the implementation regulation for 
the Electronic Funds Transfer Act.

ÅAn unauthorized transaction is 
made by someone other than the 
consumer who does not have actual 
authority and from which the 
consumer receives no benefit. Does 
not apply to businesses.

ÅGenerally, you are not responsible 
for unauthorized transactions if you 
report them in a timely manner. 

ÅYou ARE responsible for authorized 
transactions (e.g., the Amazon item 
you purchased but later decided 
ȅƻǳ ŘƛŘƴΩǘ ƭƛƪŜύΦ

Examples of Unauthorized Transactions:

ÅDebit card used without authorization 
(e.g., skimmed at a restaurant).

ÅBank account credentials stolen (e.g., 
Consumer falls victim to a phish and 
criminal uses credentials to access 
account and initiate an external 
transfer of funds).

ÅAccess obtained via fraud (e.g., 
Criminal impersonates a banking 
employee to obtain access to your 
account and uses that fraudulent 
access to transfer funds).

ÅLost/stolen debit card that is used by 
the person who found it to make 
unauthorized purchases. You are limited to

Tip on loss limitations: $50 loss if you notify the bank after the card is used provided you 
report within 2 business days. MC and Visa have better protections ς zero liability. Your liability 
can increase up to $500 for late notification. Liability may be unlimited if you fail to notify bank 
of an unauthorized transaction within 60 days after your statement is mailed. THE POINT: It is 
in your best interests to review daily transactions and monthly statements and report 
unauthorized transactions immediately. Consider how you may assist the elderly in your circle.
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Key Concept 
#7: Credit 
Freeze / Credit 
Lock

Why Freeze or Lock your credit?

ÅBoth are designed to prevent access to your credit for purposes of 
opening new financial accounts.

ÅFreeze is protected by law and is free.

ÅLock is a feature/service offered by credit bureaus and is not protected 
by law. You must pay for it.

Want to learn more?
https://www.consumeraffairs.com/
finance/credit-freeze-vs-credit-
lock.html 
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Now Let’s Discuss a Practical 
Cyber Self Defense Plan
You can go deep on cyber, but to be well-ǇǊƻǘŜŎǘŜŘ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻΦ
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You will defeat most attacks if your Cyber Self 
Defense plan covers these six areas…

6. Digital Footprint

5. Communications

4. Devices & Data

3. Accounts

2. Identity

1. 

Mindset

3. ACCOUNTS: Anything with a login: Financial, Social Media, Email, Utilities, etc.

2. IDENTITY: Your personal nonpublic information, and all things in combination 
that identify you.

4. DEVICES & DATA: Laptops, desktops, mobile devices, home routers.

5. COMMUNICATIONS: Messaging/text, social media, e-mail, voice.

6. DIGITAL FOOTPRINT: The tracks you leave as you consume resources online 
and share your info.

1. MINDSET: Assume breach. Aware but not paranoid. Action oriented.

άMy Identity And Devices Connect DƛƎƛǘŀƭƭȅέ
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1. Mindset

¢ƛǇǎ ŦƻǊ ȅƻǳΧ

ÅNo tech involved.

ÅDecide to defend yourself and to put 
countermeasures in place to make your circle a 
hard target.

ÅAssume Breach! Your identity is probably already 
stolen.

ÅDo not allow yourself or your children to be 
influenced by mis- and dis-information 
campaigns. Online influence is subtle and 
effective, and potentially dangerous.

Tips for Protecting Children and Elderly

Ç Frequent and open communication is more 
important than technology. You need to be in the 
know and they need to understand the risks. 

Ç For children, it takes years to establish a value 
system that promotes good decision-making when 
you are not present. 

Ç You cannot tech your way out of this.
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2. Identity

¢ƛǇǎ ŦƻǊ ȅƻǳΧ

ÇPay for identity monitoring. It is the insurance plan 
for your identity. Stolen identity increases risk of 
financial harm.

Identity protection services monitor the dark web as 
well as your credit profile for suspicious occurrences or 
transactions. Some offer insurance guarantees that 
cover the costs of identity recovery. 

Annual monitoring is inadequate, continuous 
monitoring is necessary.

Tips for Protecting Children and Elderly

Ç Freeze credit for children and vulnerable adults; use 
credit lock/freeze for yourself appropriately.

Ç If you have children, pay for the family plan and add 
them.

Ç The elderly will be targeted because they are assumed to 
have a nest egg. They may not agree to identity 
monitoring, and as adults must engage the services 
independently. 

Ç Teach them to never engage a caller or an email or a text 
that is unsolicited and is asking them to login or provide 
information. 

[ŜŀǊƴ ƳƻǊŜΧ
Dark Web: https://www.security.org/identity-theft/dark-web/ 
Identity/ Credit Monitoring: https://www.experian.com/protection/compare-identity-theft-products/ 
*There are many other ID/credit monitoring services. Find the one that fits your needs.
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3. Accounts

¢ƛǇǎ ŦƻǊ ȅƻǳΧ

ÇUse long, strong, unique passwords for each 
account, 

Ç If you must write them down, only record the 
unique part and memorize a unique string that is 
used as the second part of every password (partial 
password technique),

ÇFor stronger security use passkeys (password-less),

ÇUse a family password manager that has multiple 
layers of security (e.g., 1Password), 

ÇUse multi-factor authentication (MFA), and 

ÇWhen available set alerts (e.g., in your online 
banking).

Ç5ƻƴΩǘ ǎŀǾŜ ȅƻǳǊ ŘŜōƛǘ ƻǊ ŎǊŜŘƛǘ ŎŀǊŘ ƛƴ ǿŜōǎƛǘŜǎΦ

Ç5ƻƴΩǘ ǎŀǾŜ ȅƻǳǊ ǇŀǎǎǿƻǊŘǎ ƛƴ ōǊƻǿǎŜǊǎΦ

Tips for Protecting Children and Elderly

Ç Freeze credit for children and vulnerable adults when 
possible; use credit lock/freeze for yourself appropriately 
(prevents opening new financial accounts).

Ç wŜŎƻǊŘ ȅƻǳǊ ŎƘƛƭŘǊŜƴΩǎ ŎǊŜŘŜƴǘƛŀƭǎ ƛƴ ŀ ǎŀŦŜ ǇƭŀŎŜΦ 
Ç If the elderly need to write down credentials, keep them 

in a safe or use the partial password technique. 
Ç Teach them not to respond to unsolicited/unknown calls, 

texts, emails, or popups that express urgency or are 
threatening. 

Ç ¢ŜŀŎƘ ǘƘŜƳ έǎŀŦŜ ǎŜŀǊŎƘέ ǘŜŎƘƴƛǉǳŜǎΣ ǎǳŎƘ ŀǎ ǘƻ Ǝƻ ŘƛǊŜŎǘ 
ǘƻ ŀ ǿŜōǎƛǘŜ ǊŀǘƘŜǊ ǘƘŀƴ άDƻƻƎƭŜέ ƛǘ ŀƴŘ ŎƭƛŎƪ ƻƴ ǘƘŜ 
search results, which could be malicious. 

Ç Teach them to pause and evaluate before clicking on links 
which could deliver stealthy infostealers that harvest their 
credentials or deliver malware.
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4. Devices & Data

What happens when you give your data to online services?

Å For non-regulated entities, when the privacy policy allows 
sharing, your data may be sold to data brokers, like National 
Public Data. The NPD breach exposed the SSNs, DOBs, Names and 
Addresses of 170 million people recently.

Å ChatGPT had a recent mishap. People who used the prompt 
ǎƘŀǊƛƴƎ ŦŜŀǘǳǊŜ ŜȄǇƻǎŜŘ ǇŜǊǎƻƴŀƭ ǇǊƻƳǇǘǎ ǘƻ DƻƻƎƭŜΩǎ ǎŜŀǊŎƘ 
engine, publicly!

Å Many AI systems disclose that your prompts are read by humans. 

Å In summary if your data is shared, you cannot control who has it. 
Assume breach.

Tips to protect your devices and data:

Ç Run antivirus on all your devices, phones included. A centralized 
antivirus like BitDefender lets you run scans across all your family 
devices ς phones and computers.

Ç Keep your device operating systems up to date. Configure them to 
apply updates automatically. Patching fixes vulnerabilities in the 
software that are exploited by threat actors.

Ç Keep your installed applications up to date. Applications do not update 
with the operating system patches.

Ç Encrypt the hard drives of your computers to protect your data if the 
device is stolen (e.g., use Bitlocker on Windows and FileVault on Mac).

Ç If you use online storage sites, understand how the encryption works. 
If the vendor stores the encryption key, they can decrypt your data 
and access it or provide it in response to legal process. To prevent this, 
use end-to-end encrypted storage (e.g., Proton, SpiderOak or similar). 
Or keep your data at home on an encrypted drive and back it up. 

Ç BORING BUT IMPORTANT! If you use online services and really care 
about your privacy, you have to read privacy policies, period. The fine 
print explains how your data is used and shared. 
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5. Communications

ÇDevice: Use a VPN on your phone and your laptop. Be 
aware of location tracking on your phone and per 
application. iPhone has good privacy options now that 
shows you what your phone communicates with, and 
which apps are tracking you.

ÇEmail and Messaging: Use end-to-end encryption when 
possible. Use email services that have strong security 
protections built in (e.g., Gmail, Proton). 

ÇWeb browsing: When transferring data, ensure you are 
connected to a site with HTTPS or the lock icon. 

Do you have children that live far away? We discussed how 
APTs are pre-positioned in our power grid and have 
infiltrated telecommunications businesses. Do you have a a 
communications plan for a grid- or network-down 
scenario? /ƻƴǎƛŘŜǊ ǘƘƛǎΧ

Ç iPhone 14 or greater + iOS 18 or greater includes satellite 
texting capabilities via the Globalstar network. Limited 
functionality and coverage gaps currently but you can 
send messages.

ÇGarmin inReach Messenger is a satellite communication 
device that links to your smartphone via an app. Garmin 
uses the Iridium satellite network which enables two-way 
messaging with global coverage.

Ç5ƻƴΩǘ ŦƻǊƎŜǘΣ ƛŦ ǘƘŜ ƎǊƛŘ ƛǎ ŘƻǿƴΣ ǘƘŜ ŘŜǾƛŎŜ ƴŜŜŘǎ ǘƻ ǎǘŀȅ 
charged to communicate.

ÇFor a reasonable communication plan in a grid- or 
network-down scenario, consider a solar collector + 
battery storage + satellite option for phone. 

Do you really need VPN when most websites are 
encrypted with TLS (HTTPS)? Well, it depends. 
Å On public wi-fi, ALWAYS.
Å If you want to prevent leakage and encrypt all 

traffic from your computer, YES.
Å If you only care about the specific website and are 

at home, then TLS is probably fine without the 
VPN.
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6. Digital Footprint

Å If you use online services, email, a smartphone and social 
media, you cannot be invisible.

ÅYour digital footprint is the trail you leave online AND the 
trail that others create without you knowing as your data 
is shared (or stolen).

ÅThe bigger your digital footprint, the more opportunity 
for OSINT gathering about you, targeted phishing attacks, 
identity theft, etc.

My results for Jun 2024-Aug 2025
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¢ƛǇǎ ǘƻ ŀŘŘǊŜǎǎ ȅƻǳǊ ŘƛƎƛǘŀƭ ŦƻƻǘǇǊƛƴǘΧ
Ç Consider a data removal service. You provide the 

consent, and they submit removal and suppression 
requests on your behalf.

Ç Consider the family plan to be more effective.
Ç When signing up for online services, consider using an 

email alias (e.g., created with Proton Pass).
Ç Be intentional about who you give your information 

to. Read the privacy policies to understand data 
sharing practices. https://incogni.com/ 

https://incogni.com/
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Self-Defense Measure Reason Supporting Technology Estimated Cost (per year)

Antivirus Protect all devices (laptops, phones) for all 
family members from malware intrusions.

BitDefender
https://www.bitdefender.com/en-us/consumer/family-pack 

$60-80

Hard Drive Encryption Protect the contents of your hard drive if 
your device is stolen

Included with your computer operating systems (Bitlocker for Windows, 
FileVault for Mac). iPhones are encrypted by default.

Free

Identity Monitoring Monitor for stolen or weak passwords, your 
family information on the Dark Web, 
suspicious financial transactions

Experian
https://www.experian.com/protection/compare-identity-theft-products/ 

$420

Data Removal Service Reduce digital footprint (the information that 
can be used to target you or to impersonate 
you for financial gain)

Incogni
https://incogni.com/pricing 

$276

Secure communications 
and storage

Email, File Storage, Calendar, VPN (also 
comes with Password Manager, 
Authenticator and Wallet) with end-to-end 
encryption

Proton Family
https://proton.me/family 
Signal
https://signal.org

$288

Free

Password Manager Keep all passwords for your family in one 
place, securely. 

1Password
https://1password.com 

$60

Authenticator 
Application

A form of TOTP or HOTP multi-factor 
authentication. Ther are other forms of free 
MFA built into most applications now.

Google Authenticator, Microsoft Authenticator, Proton Authenticator
Download from your favorite app store.

Free

News Sources Counter mis- and dis-information SmartNews app aggregator, news apps that offer opposing perspectives, 
LinkedIn (credible businesses/people), X (for following not posting), 
Telegram (for following not posting), other social media, Feedly 
(aggregator), Podcasts, Newsletters from people and companies you 
trust

Free

Child Protection Get in the fight! Help Child Rescue Coalition 
continue to build software for law 
enforcement to catch predators

Child Rescue Coalition
https://childrescuecoalition.org/involved/ 

Your generosity

*Satellite 
communications

Messaging capability via Iridium satellite 
network in the event of power grid or 
network failure due to cyber attack

Garmin inReach Messenger
https://www.garmin.com/en-US/c/outdoor-recreation/satellite-
communicators/ 

$300 device plus + $180 
subscription

*Backup Power Supply Keep devices (phone) charged during power 
outage

65W Power Bank w/15W Solar Panel
https://www.mypatriotsupply.com/collections/solar-
generators/products/65w-power-bank-w-15w-solar-panel 

$88

Personal Cyber 

Self Defense 

Checklist and 

Sample Budget

How to reduce costs:

Ç Reduce services by 
using all-in-one 
antivirus, VPN, 
password manager 
services (e.g., 
Consolidate on one 
provider). 

Ç Prices reflected are 
most expensive 
family plans. Your 
needs might not 
require the family 
plans.

*Optional disaster 
planning
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4. Threats 
& 

Response

With your cyber self-defense plan in place, 
you will prevent attacks and will be able to 
respond confidently as needed.
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What is a threat?

ÅA threat is a harmful 
condition that materializes 
when a threat actor exploits a 
vulnerability (weakness). 

ÅThe vulnerability can occur in 
technology, in a process, or in 
human behaviors and habits.

ÅWhat weaknesses can you 
think of in your personal 
cyber defense strategy right 
now?

ÅGoal: Eliminate critical 
weaknesses with the cyber 
self defense plan we 
ŘƛǎŎǳǎǎŜŘΦ 5ƻƴΩǘ ōŜ ŀ ǎƘŜŜǇΗ

Threats
Opportunistic or intentional.
Stealthy or bold.
Various skill levels.
Motivated.

Targets
Lack of defenses.
Lack of knowledge.
Lack of situational awareness.
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There is no shortage of cyber threats

V Unauthorized access to accounts

V AI-enhanced social engineering

V Phishing and smishing

V Account takeovers

V Infostealers

V Credential harvesters

V Identity theft

V Mis- and Dis-information

V Ransomware

V Extortion

V Theft of your voice and likeness (deepfakes)

V Business and vendor email compromise

V Abuse of personal information

V Computer-facilitated child exploitation

V Revenge porn

V Elder fraud (parents / grand parents)

V Fake kidnapping for ransom

V Tech support scams

V Online puppy scams

V Cryptocurrency scams
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Indirect Threats: You, or your family, are not targeted directly.

Å Example: A data broker collects your nonpublic personal 
identifying information and is then breached by a sophisticated 
threat actor. Along with thousands of other people, your name, 
DOB, SSN, Address and other information is exposed, and you are 
at risk of identity theft. 

Å Example: A medical provider is breached and, along with 
thousands of other people, your Protected Health Information is 
stolen.

Å Example: You held a security clearance before the Office of 
Personnel Management was breached and now your SF-86 data, 
which includes your family and close friends, is in the hands of a 
foreign adversary.

Indirect v Direct Threats: You 
must plan for both

Direct Threats: You, or your family, are targeted directly.

Å Example: You receive an email from the pastor at your church 
asking you to email him regarding an urgent financial matter. As 
the Treasurer, this message has potential legitimacy, and it grabs 
your attention. Since you are well trained to observe anomalies in 
email, you notice that the email address behind the display name 
ƛǎ ƴƻǘ ȅƻǳǊ ǇŀǎǘƻǊΩǎΦ ¸ƻǳ Ŏŀƭƭ ǘƘŜ ǇŀǊƛǎƘ ƻŦŦƛŎŜ ŀƴŘ ŎƻƴŦƛǊƳ ȅƻǳ 
were spear-phished (personally targeted by a social engineering 
attack).

Å Example: You are going through a difficult divorce, and your 12-
year-old child is seeking empathy in various online forums/social 
media. She is targeted by a predator who senses her vulnerable 
state of mind and distracted parents.
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Now let’s discuss how to deal 
with common threats.
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Third-Party Data Breaches

You can do everything right, but your information still 
gets compromised from somewhere else. 
9ȄŀƳǇƭŜǎΧOffice of Personnel Management, Change Healthcare 
and National Public Database.

Has your information been stolen?

Å There is typically a way to confirm your exposure in a breach, but 
this may not be offered right away. Follow the press releases for 
the breach that affected you. 

Å Check your email, phone number and password for exposure in 
prior known breaches: https://haveibeenpwned.com

Å National Public Data breach (data broker that exposed SSN, DOB, 
Name, Address, Contact Info for 170 million people): 
https://npd.pentester.com

Å Office of Personnel Management breach (All personal info from 
SF-86 forms): https://www.opm.gov/cybersecurity-resource-
center/#Actions

Å List of ongoing Healthcare breaches (medical information and PII): 
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

**When you procure an identity/credit monitoring 
service they typically scan for your information on the 
dark web and alert you if found**

RESPONSE PLAN: What to do if you are on a list, or 
ƘŀǾŜ ǊŜŎŜƛǾŜŘ ŀ ōǊŜŀŎƘ ƴƻǘƛŦƛŎŀǘƛƻƴ ƭŜǘǘŜǊΧ
Ç If you suspect your identity has been or is likely to be used 

fraudulently in a transaction, notify your bank and your 
identity protection service.

Ç If your Personal Identifying Information (PII) was 
compromised, lock your credit instantaneously and then 
freeze (if not already done).

Ç Change password on affected account (all accounts if you 
re-used your password, ensure all passwords are unique).

Ç Make sure Multi-factor Authentication (MFA) is turned on.
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Phishing, Smishing, and Malware

For most of us, this is the most prevalent attack is social engineering via email 
and phone, learn how to recognize it.

Ten Red Flags of Phishing

1. Urgency or urgent threats.

2. Generic greetings instead of your name.

3. Mismatched sender addresses.

4. Suspicious links.

5. Requests for sensitive data (your personal data).

6. Poor grammar/spelling (although Generative AI is leveling the playing 
field).

7. Unusual attachments.

8. Too-good-to-be-true offers.

9. Impersonation of trusted brands.

10. Unsubscribe threats.

*The best defense is to pause and think. 

https://www.knowbe4.com/resource-center/phishing 

https://securityboulevard.com/2025/05/what-might-be-a-phishing-message-10-red-flags-you-
shouldnt-ignore/ 

RESPONSE PLAN: What to do if you think you have fallen for a 
ǇƘƛǎƘΧ
Ç The phish may lead you to a credential harvester (see response 

plan next page if you supplied your credentials).
Ç The phish may ask you to download a file. Malware can be 

hidden in legitimate files like PDFs, Excel and Word. If you think 
that you downloaded a malicious do the following:
Ç Disconnect from Internet.
Ç tŜǊƳŀƴŜƴǘƭȅ ŘŜƭŜǘŜ ǘƘŜ ŦƛƭŜ όŘƻƴΩǘ ŘƻǳōƭŜ-click/ open it).
Ç Run full virus scan with installed Antivirus.
Ç Consider secondary scan using Malwarebytes Free 

version. 
Ç Clear browser cache and cookies.
Ç Change passwords for login pages that were 

authenticated at the time.
Ç If you store credentials in your browser, change them 

(especially your financial passwords). Then make sure 
MFA is enabled on all accounts.

Ç Check for scheduled tasks and remove them (Search 
online how to do this based on your operating system)

Ç Apply the latest updates to your computer.
Ç Review the available security controls in your specific email 

software and make sure you make the best use of them.
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Credential Harvesting

ÅThe objective of a credential harvester is to steal 
your username and password then use your 
credentials for account takeover or credential 
stuffing attacks (a method of attack to login to an 
account using stolen passwords).

ÅCredential harvesting often begins with a phishing 
attack in email that tricks you to click on a link. The 
link takes you to an impersonated site and may 
send you to yet another site, where it eventually 
asks for your username and password. Harvesters 
that target online banking apps also ask for your 
one-time pin code (and people give it!).

ÅHarvested credentials have value on dark web.

ÅInitial Access Brokers (IABs) are in business to steal 
your credentials then sell them to other bad 
actors, like ransomware operators. 

RESPONSE PLAN: What to do if you think you just 
ǎǳǇǇƭƛŜŘ ȅƻǳǊ ŎǊŜŘŜƴǘƛŀƭǎ ǘƻ ŀ ŦŀƪŜ ǎŜǊǾƛŎŜΧ
Ç If you provided banking/financial credentials, call 

your financial institution immediately.
Å Banks are not required to reimburse for 

authorized transactions.
Å Banks are required to reimburse for 

unauthorized transactions (time limit may 
apply).

Ç Logout of the potentially compromised service.
Ç if available in the application Settings, force a logout 

of all active sessions.
Ç Immediately change your password.
Ç Turn on Mult-Factor Authentication (MFA).
Ç Initiate virus scan on your device to be safe.
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Infostealers (and other malware)

ÅAn infostealer is a type of malware that is installed on 
your computer, usually from a phishing email that tricked 
you into clicking on or downloading something. 

ÅAn infostealer, you guessed it J, steals information from 
your computer! Infostealers steal anything from banking 
passwords to files. They are highly capable and often 
bypass off-the-shelf antivirus software. 

ÅThe best countermeasure is to observe before you click, 
or download. Steer clear of freeware, which may be an 
infostealer disguised as a functional application. 

Stealerium - A disturbing new trend.

Åά¢ƘŜ ƳŀƭǿŀǊŜΣ ƭƛƪŜ ŀƭƭ ƛƴŦƻǎǘŜŀƭŜǊǎΣ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ƛƴŦŜŎǘ ŀ 
target's computer and automatically send a hacker a wide 
variety of stolen sensitive data, including banking 
information, usernames and passwords, and keys to 
victims' crypto wallets. Stealerium, however, adds 
another, more humiliating form of espionage: It also 
monitors the victim's browser for web addresses that 
include certain NSFW keywords, screenshots browser 
tabs that include those words, photographs the victim via 
their webcam while they're watching those porn pages, 
and sends all the images to a hackerτwho can then 
ōƭŀŎƪƳŀƛƭ ǘƘŜ ǾƛŎǘƛƳ ǿƛǘƘ ǘƘŜ ǘƘǊŜŀǘ ƻŦ ǊŜƭŜŀǎƛƴƎ ǘƘŜƳΦέ

Å{ŜŎǳǊƛǘȅ ŎƻƳǇŀƴȅ tǊƻƻŦǇƻƛƴǘ ŦƻǳƴŘ ǘƘƛǎ ƳŀƭǿŀǊŜ ƛƴ млΩǎ 
ƻŦ млллΩǎ ƻŦ ŜƳŀƛƭǎΦ

Å It is especially important to educate teenage boys about 
sextortion threats, to prevent worst-case scenarios like 
suicide.

https://www.wired.com/story/stealerium-infostealer-porn-sextortion/ 

RESPONSE PLAN: 
Ç See Malware response plan above. 

Hudson Rock is an authority on infostealers:
https://www.infostealers.com 
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Account Takeovers

ÅYour compromised credential is used to access your 
bank account, 401k, social media, email or any other 
account with an online login.

ÅThe attacker becomes you and may attempt the 
following:
Å Monitor your communications and continue the social 

engineering attack to your contacts.

Å Initiate external transfer of funds.

Å Lock you out and demand ransom.

¢ƘƛƴƎǎ ǘƻ ƪƴƻǿ ŀōƻǳǘ ŀŎŎƻǳƴǘ ǘŀƪŜƻǾŜǊǎΧ

ÅAccount takeovers are usually automated

ÅInitial login occurs less than 1 minute after 
compromise, before human hand-off

ÅIn most cases, MFA prevents access when credentials 
are stolen, HOWEVER, many credential harvesters also 
ask for One Time Pins and people provide it!

RESPONSE PLAN: What to do if your account has 
ōŜŜƴ ǘŀƪŜƴ ƻǾŜǊΧ

Ç If it is your bank account, call them immediately
Å Banks are not required to reimburse for authorized 

transactions.
Å Banks are required to reimburse for unauthorized 

transactions (time limit may apply).
Ç For other accounts, if the attacker is demanding a 

ransom, do not engage, call the service provider first to 
try other recovery options.

Ç If you still have access, logout of the potentially 
compromised service. 

Ç if available in the application Settings, force a logout of 
all active sessions.

Ç If you still have access , immediately change your 
password.

Ç If you still have access, turn on Mult-Factor 
Authentication (MFA).

Ç If email, remove forwarding rules or other rules created 
by the attacker.
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Elder Fraud
Old age is often accompanied by loneliness and 
loneliness is an exploitable vulnerability

ÅIt may seem like an obvious scam to you, but the 
elderly may liquidate everything for a stranger whom 
they think is helping them, who is impersonating a 
trusted entity, or who they have developed a fond 
(but false) connection with.

ÅElder Fraud is unfortunately committed by family and 
friends more often than strangers.

Common scams affecting the elderly are:

ÅRomance scams

ÅTech support scams

ÅCompromised Account scams (move your money to 
keep it safe)

ÅCryptocurrency scams

RESPONSE PLAN: How to protect the elderly in your life 
ƛŦ ȅƻǳ ǎǳǎǇŜŎǘ ǘƘŀǘ ǘƘŜȅ ǿŜǊŜ ŜȄǇƭƻƛǘŜŘ ŦƛƴŀƴŎƛŀƭƭȅΧ

ÇCall the bank from which the funds were transferred, 
immediately. Your bank can initiate a kill chain process 
through the FBI, but each hour diminishes the change 
of recovery.
Å Once funds leave the US, they are typically not recoverable.

Å Once fiat is exchanged for cryptocurrency it may not be 
ǊŜŎƻǾŜǊŀōƭŜ όƛǘ ƭƛǘŜǊŀƭƭȅ ŎƻǳƭŘ ōŜ ƛƴ ŀ ŘƛƎƛǘŀƭ ǿŀƭƭŜǘΣ ƻƴ ǎƻƳŜƻƴŜΩǎ 
phone in Nigeria).

ÇTalk to the person and try to determine how they 
have been communicating with the fraudster. If their 
computer was access or they provided credentials, 
follow the relevant response on the previous pages.

ÇDiscuss options to freeze their credit, especially if they 
gave personal information to the fraudster.

https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources 

https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-
frauds-and-scams/elder-fraud 

https://www.aba.com/banking-topics/risk-management/elder-financial-
exploitation 
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Countering Mis- and Dis-Information
Three-pronged strategy for you and your children:

1. Scan headlines daily (US/non-US, conservative/liberal, 
Republican/Democratic), Social Media, Podcasts 
(=unfiltered/direct)
Å Is there a central theme?

Å Dig deeper on headlines that matter.

Å Nowadays you can use Generative AI to probe topics as well, but like all 
other sources, verify.

Å What does the Totality of the Circumstances tell you?

2. Talk to kids about the headlines
Å Where are they getting their information?

Å What are their friends saying?

Å Are they attracted to fringe opinions?

Å Are they in an echo-chamber (single viewpoint forum)

Å Are they staying in line with parents' worldviews and values?

3. You can adapt the two-prong legal test known as Aguilar-
Spinelli, used by LE to evaluate information from informants to 
justify search warrants, to also evaluate sources you listen to:
Å Basis of Knowledge Test ς How did the source get the information? Was it 

personally observed or is it hearsay?

Å Veracity (Reliability) Test ς Why is the source credible? Why is the 
ƛƴŦƻǊƳŀǘƛƻƴ ǊŜƭƛŀōƭŜΚ Lǎ ǘƘŜ ǎƻǳǊŎŜΩǎ ǊŜǇǳǘŀǘƛƻƴ ǿŜƭƭ ƪƴƻǿƴ ŀƴŘ ƘƛƎƘƭȅ 
regarded? Are they inherently credible? Do they have a good track record 
for reporting accurately? Is their information corroborated form other 
sources? Is their information self-incriminating?

Countering mis- and disτinformation is a long-term 
strategy:

RESPONISIBLE ADULTS HAVE AN OBLIGATION TO 

ENSURE OUR YOUTH ARE NOT ADVERSELY 

INFLUENCED BY RADICAL OR FRINGE VIEWPOINTS 

THAT FLOURISH IN DARK CORNERS OF THE INTERNET 

AND EVEN IN SOME PUBLIC FORUMS, PARTICULARLY 

THOSE THAT ENCOURAGE GENOCIDE, TARGETED 

VIOLENCE AND/OR EXPLOITATION OF VULNERABLE 

POPULATIONS. 
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Shields up! You now 
have the knowledge 
to…

ÅProtect yourself and your family from 
most cyber attacks.

ÅProtect children and elderly in your life.

Get after it!
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