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Awareness is the foundation for defense. Expertise

not required.

1. Intro to Cybersecurity
for the SelDefense
Community
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Foundational Concep

1. If your life is connected to.the Internet, it
Aa aKIF OllFof Soe

2. Without knowledge and awareness, you
are virtually defenseless in cyberspace.

3. Sophisticated threat actors such as
cybercrime gangs and natiop states DO e
AYLI Ou ez2dzz SYUSY @oKSY UKSe &%
you personally, because they impact the i
Services that you use and the entities that
keep your sensitive information.

4. Ignore the wizbang stuff and focus on
good, fundamental, cyber defense
practices to eliminate’most threats.

5. 6! aad2yS oNBI OK®E . 2 dzNJ
maybe even your identity has already .
been compromised.

6. The young and the old are soft targets.
7. . 2dz OFyQi a2t gdS SOSN
every threat with technology alone.

identity, private -
information, finances, and
even their thoughts are aj
risk of theft, misuse,

sabotage or influence.

For the most vulnerable,
their physical safety or
even their life may be at




Why should you
care?

Like it or notyouhave a responsibility to learn
the basics of cyber sedfefense to protect
vulnerable people in your circle who cannot
adequately protect themselveausually the
oldest and the youngest in your life. First, you
must protect yourself and your family.

Vulnerable Adults in Your Life
Parents or Elderly.

Targeted for their money.

You, the Sheepdog

Targeted for your money or
access to employer /
information, or other reasons
that may be important to the
threat actor.Also responsible fo
protecting the Elderly and the

L Young.

Vulnerable Children or Young]|
people in your life.

Targeted for mental or physica

1 explojtation or identity theft.




You are far more likely to encounter cybercrime than a

physical threat Just look at your inbox!

Physical Self Defense

V Safety ParadigmNo guaranteed physical security or safe
V Target Human.

V Objective Prevent bodily injury or death (and potentially
the loss or damage of property).

V Loss of LifeHigher potential for serious injury or loss of li

V Risk Management Strategie®hysical security is about risk
management. The strategies we use are knowledge and
training, physical fitness, mental fitness, and situational

awareness. Our toolbox includes lethal and Aetmal
defensive weapons, combatives, etc.

Cyber Self Defense

Safety ParadigmNo guaranteed digital security or privacy.

Target Information such as your identity, data, or financial
accounts, but technology can also be used to assist in phy
crimes.

espionage or sabotage of information systems), but for so
the objective is to prevent mental and physical harm.

Objective Usually to prevent financial loss (and potentially ’g
ne,

sical

Loss of LifeLower potential for loss of life, but the risk is n
zero (especially for vulnerable children or patients under
critical care). The impact of financial loss can be devastati

Risk Management Strategie€ybersecurity is about risk

management. The strategies we use are knowledge and

training, mental fitness and situational awareness. Our todlbox
includes privacy and security focused technology, and a strong

value system.




Security v. Privacy: Two
sides of the same coin

A SECURITI¥ about preventinginauthorized
accesgo your accounts and information. A
system can be secure boot private.

A Examples: Google, Meta

A PRIVACY about preventinglbuse or misuse
of your information. To be private a system must
be secure.

A Examples: Proton, Signal




How do cybesttacks
happen? Two perspectives

2 Ké OKAAa Aad AYLRNIFYyGX

A Basic understanding = awareness = preparedness min
A Cyber attacks are not random occurrences.

A There are common stages to most attacks.

A Adversary Tactics, Techniques and Procedures (TTPs)
well-documented.




Perspective #1.
Cyber Kill Chain

A A military concept adopted by the
cybersecurity profession.

A The cyber kill chain was developed by
Lockheed Martin.

A Goal is to intervene beforActions on
Objectivesare achieved

A We can adapt this Enterprise concept for
personal defense (your defense plan is
much simpler than an enterpridevel
plan!)

Graphic: Lockheedmartin.com

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL [C2)

Command channel for remote

manipulation of victim
|
With ‘Hands on Keyboard’ access, B O O m .
intruders accomplish their original goals

’----


https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Gaining_the_Advantage_Cyber_Kill_Chain.pdf

Perspective #2: MITRE ATT&CK

MITRE ATT&CR is a
globally-accessible
knowledge base of
adversary tactics and
techniques based on real
world observations.
https://attack.mitre.org
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TACTICS FOR MITRE ATT&CK:

RECONNAISSANCE CREDENTIAL ACCESS
RESOURCE DEVELOPMENT DISCOVERY
INITIAL ACCESS LATERAL MOVEMENT
EXECUTION COLLECTION
PERSISTENCE = COMMAND AND CONTROL
{‘ LB B B | A OO S — \
PRIVILEGE ESCALATION | (@33 EXFILTRATION :
| 1
DEFENSE EVASION : @— IMPACT :


https://attack.mitre.org/

Att&ck Example: Follow the Blue...Observed Ryuk Ransomware Tactics and Techniques
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used by Ryuk to deploy ransomware
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https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json
https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fsoftware%2FS0446%2FS0446-enterprise-layer.json

At t & C k AANE NOTE: Most credential

harvesting malware is
written for Android!

Let’ s make
steal your credentials from your smart phon

po—
| S0403 Riltok Riltok can open a fake Google Play screen requesting bank card credentials and mimic
l Credentia| ACCESS the screen of relevant mobile banking apps to request user/bank card details.[?°!

4 techniques S0411  Rotexy Rotexy can use phishing overlays to capture users' credit card information.[3%
Clipboard S1062 S.O.VA S.0.V.A. can use overlays capture banking credentials and credit card information, and
Data can open arbitrary WebViews from the €2.13"]

Credentials S1055  SharkBot SharkBot can use a WebView with a fake log in site to capture banking credentials.[32

from

Password S1069 TangleBot TangleBot can use overlays to cover legitimate applications or screens. 33!

Store (1)

Kevlo S0545 TERRACOTTA  TERRACOTTA has displayed a form to collect user data after installation. 34

Input

Capture (2) GUI Input Capture S1056 = TianySpy TianySpy can utilize WebViews to display fake authentication pages that capture user
credentials.®%!

Steal

Application S0558  Tiktok Pro Tiktok Pro can launch a fake Facebook login page.[35]

Access

Token (1) S0298  Xbot Xbot uses phishing pages mimicking Google Play's payment interface as well as bank
login pages.?”!

—

https://attack.mitre.org/techniques/T1417/002/ 12




2. Threat Actors:
People and groups




3 Types of

Threat | |
1. Advanced Persistent Threats (APTs) / Nation State Actors

ACtO rS tO 2. beercrime Actors
COnSIder |n 3. Child Predators

Se I'F *Child Predatorsire not a threat actor category considered

by most cybersecurity frameworks or professionals in the

D f business world. But, fqgrersonal cyber defenspurposes we
e e HSE must address this threat to protect children in our lives.

Planning

14



APTs versus Cybercriminals  Financialy

motivated

-they target your wallet
and your data

Cybercrimm

Timo Steffens Politically
| Targeteo motivated
Attri b Ut i O n — ~they target

infrastructure that
could force you into a
survival situation or
they spy on you

APTs (Nation State Actors)

Advancedg A sophisticated adversary.
Persistent¢ Recon, planning, targeting, adapting until objective is reached.
Threat¢ The actor behind the attack who has strategic motivations.

of Advanced
Persistent Threats

) Springer Vieweg Graphic: Timo Steffens, enhancements added. 15




1. Advanced Persistent Threats
/ Nation State Actors

16
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APTs / Nation States

A ThegChinese government officially known as the
t S2LJ SQa wSLJldzg erdgdgesant / KA Y |
malicious cyber activities to pursue its national
interests includingnfiltrating critical infrastructure
networks and theft of intellectual property.

A TheRussian government officially known as the
Russian Federatianengages in malicious cyber
activities to enable broagcope cyber espiohage, to
suppress certain social and polifical activity, to steal
intellectual property, and to harm regional and
international adversaries.

A TheNorth Korean government, officially known as _ .
UKS 5SYZONIXuUAO t S2LI SQa wSL
employs malicious cyber activity to collect
intelligence, conduct attacks, and generate revenue.

A Thelranian government officially known as the
Islamic Republic of Iranhas exercised its
increasingly sophisticated cyber capabilities to
suppress certain social and political activity, and to
harm regional and international adversaries.

Source https //mww a.gov/top bethreats-and-adyvisorie s/nationstate-cyberacto
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https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
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https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors

Are you personally at risk of attack by an APT?

t20SyaGAltfex

A If you are employed by laigh value target (HVT®) are employed in the
supply-chain of a high value target, you could be targeted by an APT as an
Initial access vector, or directly for espionage purposes.

A What areHVT® US government, defense contractors, policy think tanks,
software/IT companies, cybersecurity companies, critical infrastructure
business or any thirgarty that supports one of these entities.

18



Chinese
Communist Party
(CCP)

A

19



AN,

AEspionage, including data theft.
ASabotage, by prepositioning in US critical infrastructure.
AEconomic advantage via data theft.

CCP’s offensive <cy



Chi na’ s
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Assessment

A¢CKS /L{ [/ ¢L
Republic of China (PRC) pose a threat to users becausq of
the PRC's abllity to leverage these apps for data collectipn
and malign inflience operationBata control is central to

the Chinese Communist Party's (CCP's) quest for digitaljand
technological dominance on the world stadéuis pursuit is
supported by PRC laws granting the CCP the authority t
collect data from Chinese compani€siven the popularity
of these apps g1|_obally! and especially among American
users the CCP likely views the data stored within apps
like TikTokShein, and Temu as an important resource for
their data control goal® €

https://www.cisecurity.org/insights/blog/thechinesecommunist
party-ccpa-guestfor-data-control

AP owned By 3hE BeapRls AKAdi2 NJ @ S| NA =

Aa. e

Uuest f or d a

Scale is unprecedented
S KIS gAluyYy
for the personal data of Americans, including the theft
ersonnel records from the US Office of Personnel
anagement, the intrusion into Marriott hotels, and
Anthem health insurance company, and now the

wholesale theft of credit and other information from
OldzZATlFEZe C2NIXYSNJ | { ! DZ

2 At
OZ2ZYOAYAY3d LISNAZ2YY St RI U
records, and credit informatior€hinese intelligence has
amassed in just five years a database more detailed than
any nation has ever possessed about one of its _
adversariesThe data and its layers work both to identify
existing US intelligence officers through their personnel
records and travel patterns as well as to identify potential
weaknesses through background checks, credit scores,
and health records of intelligence targets China may
azYSRIlIeé K2LIS U2 B O NHzA U Pe

https://www.wired.com/story/chinaegquifaxanthemmairriott-opm-

S3aa
of

hacksdata/? sp=4668f7ch2f5-46c2acec

12cd5a9ce83e.1758234410714
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https://www.wired.com/story/china-equifax-anthem-marriott-opm-hacks-data/?_sp=4668f7c9-b2f5-46c2-acec-12cd5a9ce83e.1758234410714
https://www.wired.com/story/china-equifax-anthem-marriott-opm-hacks-data/?_sp=4668f7c9-b2f5-46c2-acec-12cd5a9ce83e.1758234410714
https://www.wired.com/story/china-equifax-anthem-marriott-opm-hacks-data/?_sp=4668f7c9-b2f5-46c2-acec-12cd5a9ce83e.1758234410714
https://www.wired.com/story/china-equifax-anthem-marriott-opm-hacks-data/?_sp=4668f7c9-b2f5-46c2-acec-12cd5a9ce83e.1758234410714
https://www.wired.com/story/china-equifax-anthem-marriott-opm-hacks-data/?_sp=4668f7c9-b2f5-46c2-acec-12cd5a9ce83e.1758234410714
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domestic firmsoperating in the PRC or doing business wi
company operating in the PR&share certain data with
authoritieson request, giving the central government
virtually unfettered access to company records and files
business contracts, intellectual property, confidential
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espionage and theft at the behest of the CCP

2 A Foreign Investment Law

A Counter Espionage Law

A National Security Law
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Counter Terrorism
A Cybersecurity Law

A National Intelligence Law
A Encryption Law
A Data Security Law
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Example: Chinese State Actors

Salt Typhoon

A Focused on espionage.

A Breached 9 major US telecommunications companies in
2024, which compromised American's phone calls, text
messages, geolocation data and communications _

Volt Typhoon
A Affiliated with/ KAY I Q4 aAyAaidNER 27T AAlffilate®with/SKOMNAGDE &t S2 LI S Q&

Cyberspace Force

networks of communications, energy, transportation
systems, and water and wastewater companies.

[ A0 SNJI

A Targets US critical infrastructure and gresitions on IT

YSGFRIEGE a ¢Sttt a 0KS CSARRgloitskhoNdiulhetdhitios B VNS, ZiréviaNes ard

https://www.cybersecuritydive.com/news/sally phoontelecomhacksone-of-
the-most-consequentiakcampaignsagainst/746870/

https://www.varonis.com/blog/salityphoon

Biggest risk from selfefense and preservation
perspective may be sabotage of power grid and
other utilities during conflict escalation or war,
and the ensuing chaos. 1

routers. Uses livingff-the land methods to hide in plain

site.

A Goal of prepositioning is to get close to the Operational

Technology networks that run the physical systems (e.qg.,

power grid, waster systems, pipelines) to disrupt the US

In the event of a conflict or war.

https://mvww.microsoft.com/enus/security/blog/2023/05/24/volt
typhoon-targetsus-criticakinfrastructurewith-living-off-the-land-

techniques/
https://www.cisa.gov/newsevents/cybersecuritadvisories/aa24€38a
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Russian Federation
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Image and translation: https://en.wikipedia.org/wiki/Russia




Russi a’'s offensi ve

AEspionage.

Alntelligence gathering.
APrepositioning in critical infrastructure.
AUkrainec disruption.
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Example: APT29 a/k/a Cozy Be:
Midnight Blizzard: Russian Fore
Intelligence Service (SVR)

The SVR primarily targets government networks, think tank and policy
analysis organizations, and information technology compafoies
espionage and intelligence gathering.

Infamous hacks: SolarWinds (2021), Critical research facilities for COVID
19 vaccines (2020), DNC (2016).

SolarWinds was a game changer for software supply chain attacks;
APT29 compromised the software build process for a popular IT
management software and injected backdoor malware.

The malicious update was deployed to approximately 18,000 customers,
including U.S. government agencies, giving APT29 a platform for further
network infiltration.

https://www.cisa.gov/newsevents/cybersecuritadvisories/aa24l16a

https://socradar.io/aptprofile-cozybearapt29/

Official Emblem

Images: businessinsider.com
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A Russia has leveraged its cyber capabilities in the
UkraineRussia war characterized by critical
infrastructure attacks, data exfiltration and espionage,
destructive malware, ransomware, denial of service,
phishing and social engineering.

A That said, cyber has not been decisive in the war,
rather it remains a supportive capability.

https://www.trustwave.com/enus/resources/blogs/spiderlabs
blog/three-yearsof-cyberwarfare-how-digital-attackshave
shapedthe-russiaukrainewar/

RussidJkraine War

Cyberattacks Targeting Ukraine and Supporting Countries
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Democratic People's
Republic of Korea (DPRK)
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Image and translation: https://en.wikipedia.org/wiki/North_Korea
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ACryptocurrency theft.
AFAKE Information Technology front companies.
AFAKE Information Technology workers.

APrimary goal is to generate revenue for the hermit nation and its
WMD program.
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Active: APT38 a/k/a
Lazarus Group:

Reconnaissance General
Bureau (RG B) ST [ S rom———

A Known for cryptocurrency hacks (Most recently ByBitattack, 2025, $1.5billion in Ethereum).
Initiated with a phishing attack on the Ethereum cold wallet multisig signers, which ultimately
allowed the attacker to alter the smart contract logic of the cold wallet and divert funds. Within a
day, $4 billion flowed through the Bybit trading platform, was converted into multiple
cryptocurrencies and transferred through multiple decentralized exchanges-chasgs bridges and
mixers to obfuscate the trail.

A Known for ransomware attacks (WannaCry, 2017, combined ransomware with worm functionality
that infected 200,000 computers across the world until a security researcher found the kili swiich).
Notably, it used an exploit called Eternal Blue that was developed by the NSA and previously stolen
by a group called the Shadow Brokers.

A Lazarus is attributed to over $5b in stolen cryptocurrency since 2017, 35% of all stolen funds in 2024,
dzZa SR 02 Fdzy R UKS 5twYQa 2ab5 LINRPIN}XYAa 6¢wa [loavu
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How do experts attribute these hacks to Lazarus if
cryptocurrency IS anonymous?

Al NB LI 2 OdzZNNB y O 8
anonymous. Its
pseudonymous.

A On-chain transactions are
visible to anyone (purpose of
blockchain).

A Attribution to wallet owners
IS made by blockchain
intelligence platforms like
TRM Labs, Elliptic and
Chainalysis.

A This is how law enforcement
tracks illicit crypto

transactions and attempts to
seize and recover the value

Initial Exploit Funding Many Other Addresses Holding
A Balance
9037554790769 ST ETH_____ o e ~a
l:) e 1,029 ETH > —— 0.1 ETH————P> +uns 0 ETH (3 transters) === E I : ~1ETH > cu
(¢) (¢] (¢ @ 013467688584 ETH— ()\ / 0
0x3b48...19e3 Oxe8b3...8¢84 0x0fa0...6d2e Ox1db9...fcf4 0x4766...8602 90,375.54791768 ST_ETH (3 transfers) 0xadb2...44%9¢
Bybit Exploiter Feb 2025 Bybit Exploiter Feb 2025 Bybit Bybit Exploiter Feb 2025 Bybit Exploiter Feb 2025

of funds.

Funds moving off of ByBit after the initial hack (TRM Graph Visualizer)
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DPRK Tactic: Fake IT workers employed

front companies

Q . igpersonating legitimate U.S.
based software and technology
consulting firms North Korean
actors aim to gain trust and access
to sensitive contracts,
circumventing sanctions and
evading detection. These tactics
highlight adeliberate and evolving
strategy that leverages the global
digital economy to fund state
activities, including weapons
developmentb ¢

https://www.sentinelone.com/labs/dprkit-
workers-a-network-of-activefront-
companiesandtheir-linksto-

china/?li_fat id=69b74e002ff-466a93c0O
aldc92b0b7fc

Known DPRK IT Worker Front

P inditechlab.com

USG Seized

P tonywangtech.com

Shenyang, Liaoning, China
USG Seized

P huguotechltd.com

Active

P wkjllc.com
= TonyWang
USG Seized

& wkj/Wang Keija

P hopanatech.com = Tong Yuze

USG Seized

PN Beijing Hou Pa Na Technology Company @ Beljing Xiwang Technology Company

Sentinel

& Building A1, No. 11, Tawan Street, Huanggu,

& 24 Additional Companies

PN Haikou Yilu Changtong Technology Trading
Company

& Phone Number
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DPRK Tactic: Fake IT workers applying for jobs at
legitimate companies

YYy26.Sn Aad GKS ¢g2NIRQa fIFNHEHSadl a S
awareness and phishing simulation training.
Aavyy2s.Sn ySSRSR | az¥Fagl NB Sy3 g - e L
We posted the job, received resumes, conducted interviews, » SN ) : i
performed background checks, verified references, and hired the - — : RN |
person. We sent them their Mac workstation, and the moment it r B ! A
ol a NBSOSAYSREZ AU AYYSRALFLUSte a ) = . | | SPE
Aahdz2NJ I w GSI'Y O2YyRdzOGSR T2 dzNJ @A ,-4;‘/\ ; ,/\ A

on separate occasions, confirming the individual matched the
photo provided on their application. Additionally, a background
check and all other standard ptering checks were performed
and came back clear due to the stolen identity being udéds
was a real person using a valid but stolenlddSed identity. The
LIA QG dzNE g1 &pé! L WSYKIF YyOSRQ
Ad¢KA& -drganided, sialspdnsored, large criminal ring with
SEGSYA&AAPS NX&2dzZNDS & o

KnowBe4 CEO and Found&itu Sjouwerman

Stolen identity used to  Alenhanced photo
pass background checks used in hiring process
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2. Cybercrime Actors




MITRE | ATT&CK

As of September 2025,

A Cybercrime Actors are criminal groups generally motivated by MITRE Att&ck is
financial gain.

Cybercrime Actors

tracking 170 groups

A They often operate out of the same nation states that target the : ,
US (e.g., China, Russia), but also out of places like Nigeria, Easte which ”_]CIUde
Europe, South America, the UK and the US. Cybercnme actors

A Many focus on Big Game Hunting (BGH) and target businesses fo and nation state

larger gains. actors!

A Individuals are also targeted as initial access vectors or directly https://attack. mitre.org/groups/
for financial gain (elders).

A Your information is at risk from data breaches perpetrated by
cybercrime gangs (thirgbarties to you).




What do Cybercrime
Actors want from you?

Credentials & Money.

Il yR 0KSeé GaNB G2 3

Social engineering via emall
Social engineering via mobile
Stealing your identity

Calling your financial institutions
Malware (Infostealers)
Credential harvesters

Brute force

Elder fraud

Romance scams
Cryptocurrency scams
Investment scams

Extortion scams

Big Game Hunters focus on businesses

To To To To o Do Do Do o Do Do Do Do

(0p])

(@t

Username

Password
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Cybercrime Actors often run like businesses

FOCLS ON CONT »

ORGANIZATIONAL STRUCTURE OF CONTI
Conti Leaks

A In 2022, Contiwas a
notorious and profitable Stern

cybercrime ransomware |

group. | v
-
A After a Ukraine researcher s Twin Raretha | Seven & Mange
exposed 60,000 messages @ = -
from inside the group, m " e
they diSbanded, An o.rganizationd structure similar to a corporate ;
matrix structure, with different attack teams and 4
A The recons_tructed org cross-functional teams. @ *m _c
chart from internal " ) TN
communications B e e I i §
demonstrates how $1800
Organlzed these crime This salary is several times higher than that of an average Russian Al R Aeis i Admin
groups can be. developer (see Glassdoor).
https://www.riskinsight Other employees are in charge of recruitment, training, affiliate m m m
wavestone.com/en/2022/07/ransomw negotiations and blockchainproject
are-insidethe-former-conti-group/ e o -
=

Sources : Check Point Research Srgachquest Wevestore © 2002~ 21
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Example: DarkSide (DarkMatter)

A Ransomewareas-a-Service modelThe Responsible for the Infamous Colonial Pipeline
received a cut of the ransom proceeds asa ransomware attack.
license fee. A Halted production on 5,500 miles of pipeline

A Possible Russia affiliation. Only hire Russian  in Eastern US.

speaking affiliates. Avoids targeting Russian
sBeaking organizations. geting A Run on gas causes supply shortages.
A Triple extortion tactics. A DarkSide attacked the IT systems not the OT

systems (would have been far worse!).
A Ransom of ~$5million, or 75 Bitcoin(BTC) was

paid on Day 2.
https://cyberscoop.com/darksideansomwarepipelinerussiahacker L. .
colonial/ A Within a few days DarkSide shut down due to
https://www.cisa.gov/newsevents/news/attackcoloniatpipeline- law enforcement pnressure. A month |ate|’, the
what-weve-learnedwhat-weve-done-over-pasttwo-years FBI| seized back $2.3 millionin BTC
https://www.intel471.com/blog/darksideransomwareshut-down- ] o ]
reviravaddoncybercrime A Wakeup call for the US to rprioritize
https://nguard.com/colonialpipelinetimeline-of-events/ Security for Critical infrastructure.

https://www.justice.gov/archives/opa/pr/departmenjustice-seizes

23-million-cryptocurrencypaidransomwareextortionistsdarkside A Regrouped as DarkMatter in a short time.
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Example: FIN7 a/k/a Carbon
Spider

. RS . = E . _ 3§
A Financially motivated. Ukraine and Russia affiliatmmarily target the ‘
retail, restaurant, hospitality, software, consulting, financial services,
medical equipment, cloud services, media, food and beverage,

transportation, insurance and utilities industries in the U.S. Pretty much
everything!

A Previously known to compromise poiof-sale systems; Since 2020, known
to use numerous ransomware variants; Phishing (email) is a primary tactic
for initial access.

A Since at least 2015, FIN7 and its associeéesed more than $1 billion https://www bankinfosecurity.com/hightankingfin7-gangmembet
worth of damage and losses to organizations and individwaltich includes pr—— S L B
not only damage to networks from attacks, ltens of millions of stolen https://www fbi.gov/contactus/field:
credit cards that were eventually sold on the dark web ‘;‘:g:f’fea;tt'efr‘ervnvsftr?f'res’hom pp
A Resurgence in 2024bserved targeting or impersonating the following ntrr',t,mrnmrf,m E smdzfge B

brands:American Express, Affinity Energy, Airtable, Alliant, Android nalysis/theevolution:
Developer, Asana, Bitwarden, Bloomberg, Cisco (Webex), CNN, Costco, = )
Dropbox, Grammarly, Google, Goto.com, Harvard, Lexis Nexis, Meta,
Microsoft 365, Midjourney, Netflix, Paycor, Quickbooks, Quicken, Reuters,
Regions Bank Onepass, RuPay, SAP (Ariba), Trezor, Twitter/X, Wall Stree
Journal, Westlaw, and Zoom, among others.

A How many of these brands have you done business with?
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Example: Scattered Spider, LAPSUS$, Shiny
Hunters

A Trio of notorious groups that joined forces this summer. Arrests

R I f f h K.
eportedly made up of teenagers from the US and U A On September 18, 2025, the US and UK arrestegeh®
A August 2025, forced Jaguar Land Rover (JLR) to shut old Thalha Jubair and ##&arold Owen Flowers for over
down, causing severe disruptions to retail and 120 intrusions and extortion of 47 US entities that netted

production. (Ransomware is particularly disruptive in $115 million in ransom payments.

manufacturing). A Their victims included Marks & Spencer, Harrods, MGM

A UK dealers unable to register new vehicles or supply Casino and many others.

arts.
P A https://www.pcmag.com/news/12ereaches2-teens

A 33,000 factory staff in the UK told to stay home. arrestedfor-scatteredspiderhackingspree

https://cybernews.com/security/jaguajlir-cyberattack
claimedby-salesforcehackersscatteredspidershiny
hunters/
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3. Child Predators




&}) CHILD RESCUE COALITION

Child Predators: The problet

Disclosure: My wife and | donate to Child Rescue Coalition monthly. Greg is a credible, experiencedl CRC makes critical software for law
leader and the CRC team is outstanding. . .
enforcement to catch predators and gives it

- - u u | i i
2 5 Million 50 - 150 72.5 Million to them for free! Please consider donating.
The most shared child abuse file has Predators typically have between 50 Since inception, CRC has identified
been seen linked with over 2.5 million and 150 victims over the course of 72.5 million unigue IP addresses H . g
unigue IP addresses. their lifetimes. worldwide sharing and downloading G reg SCh I I Ier’ C EO Of C h I Id Rescue Coal |t|0n !

T e says his organization has helped police around
the world catch thousands of predators.
7 -13 1in 5 90 % GhdzNJ GSOKy2t23& Aa aK2g
day online sharing CSAM, trying to solicit

Children are most vulnerable to child As many as 1in 5 girls and 1in 20 boys 90% of children who suffered sexual oA . z A L,
sexual abuse between the ages of 7 will experience some form of sexual abuse were violated by someone Y 7\ y 2 N\E I f f Zﬁ@ @JNJ u K S %) 2 N‘
and 13. abuse before age 18. known to the family. ('x 2 S C’) I y- y- 2 l:l | N\]\l\B é L] 2 dZ NJ é

get the worst offendersBut parents need to

do a better job educating their children on all

of the dangers that are happening onlhé K S
said.

FOR PARENTS:

https://childrescuecoalition.org/educations/insighfsom-
childrescuecoalitions2025onlineriskreport-what-todays
parentsneedto-know/
https://childrescuecoalition.org/education/

https://childrescuecoalition.org/thassue/
https://childrescuecoalition.org/wecannotarrestour-way-out-child-
rescuecoalitionceoreactsto-recentexploitationcases/
https://childrescuecoalition.org/involve d(DONATE)
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CRC technology used by law enforcement

¥ &) CHiLD RESCUE COALITION

Predators use technology to access,
groom and exploit children therefore we
need to incorporate this threat into our
cyber seHdefense plan.

Image (right) shows real time tracking of
the trade of child sexual abuse material
(CSAM)Each dot indicates images and
videos of children under the age of 12
being sexually abused.

This is a stikhot from the CRC video that
shows active proliferation / trading of
CSAM at one moment in time.

Watch the video:
https://www.youtube.com/watch?v=HOQy

QplceAng

https://childrescuecoalition.org/involved(DONATE to Help

Catch Predators so CRC can give free tools to Law Enforcement)



https://www.youtube.com/watch?v=H0yQpIceAng
https://www.youtube.com/watch?v=H0yQpIceAng
https://childrescuecoalition.org/involved/

One of Ver mont ' s wor !

CT 1T MES ... AlegedVt.ChildKiller Faces Death Penalty

Michael Jacques is accused of murdering Brooke Bennett, his 12-year-old niece.

A +¢Qa FANRG ! YOSNI ! f SN
Nearlyfive yeardan the making
FabricatedseNA Yy 3 OF f ft SR a. NSO{SYNARISE
Michael Jacques used psychological coercion af@a®-old girl to
force sexual acts under threats of death for nearly 5 years primarily
via email, but also used phone and animal killing
Ultimately used the abused girl to lure Brooke Bennet
Drugged, raped, and murdered her
Planted physical and digital evidence to distract LE
wlkeé& DI 3y2ys o Aifabel tvaded CIAMMIMMS NJ & G S LJ
WI Oljdz§as KStLISR WIFOljdzSa Y2RATeé 02
THIS SHOULREVERIAPPEN! sugge_st sh_e ran away with someone; disposed of evidence; 17
- years in prison
Jacques Federal murder chargesdeath penalty plead to life + 70
years; Jacques had extensive criminal history
A VT ICAC, Burlington Police, VT State Police, FBI, VT US Attorney
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/64 represents the Y R
Worst. ® b

AaXhyS 2F UKS Yzad Ké)\yzdzé EYfW'V@ZGKGW'%TFRDOESJE”LB?W@Y)FAUI

6S KIGS SOSNI SyO2dzy  SNBRXZE ¥ wadelrbtdy
A 764 is a network of nihilistic violemtxtremists (NVEs), whose goal is to age 18 by a woman 20
destroy civilized society through the corruption and exploitation of years older while his
vulnerable populationswhich often include minors parents were getting
A Offshoot of the Order of the Nine Angles, or @9&necNazi divorced. There have
accelerationist group involved in multiple terrorist plots. been many more
A Communicate through encrypted apps. arrests.
A Created guidebooks on how to socially engineer, recruit and extort L ) prasan Nepal, NC

vulnerable girlSF NP Y ¢ o AGGSNKSONYE WESRREAAGASHT |
other social media platforms. A https://www.ic3. qov/PSA/2025/PSA250306

] ) ) A https://www.justice.gov/usaedc/pr/leaders764-arrested
A Targetvulnerable populationgo include childreras well as those who and-chargedoperatingglobalchildexploitation-enterprise

struggle with a variety of mental health issues, such as depression, eatifig https:/www.fbi.gov/contactus/field-

offices/losangeles/news/downemansuspectedof-
disorders, OI: S_UIC_:IdaI deation. i membershipin-the-764-nihilist-violent-extremistgroup
A Ordered theirvictims (917 years oldjo commit acts of selharm and arrestedfor-possessiorof-child-pornography

engaged in psychological torment and extreme violence against minorsA  hitps:/headlineusa.com/satanipedophileexposeeby-

Young girls cut symbols into their bodies. A hipsiiuzaapossibsiack compieadent rokarested
A Used theCSAMand other gore and violent material to create digital _ andcharged
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Child Safety Recap

1.

Just like physical attackers, child predators exploit
UKS @dzf yYSNI 6f ST a2z R2YyQi
life vulnerable to predators. Recognize that your

life situation might make them vulnerable.

You can have all the physical defenses but if your
child has a smartphone, or plays online games,
predators can reach them.

Know what they are doing online and on their
phones.

Know who is influencing your children.

¢lFf] (G2 GKSY 2FiGSy>S @& 2dz
safety.

¢LtY LY |y SYSNHSyOeées aSyr
to LE quickly using the Child ID App.
https://www.fbi.gov/news/apps/childid-app
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3. A Cyber

Se|f C2ft2¢Ay3a GKAA LY @Attt YIS
make you invisible. Other experts may have different
opinions. Figure out what works best for your personal
Defense Shuation

Plan
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Objective of Your Personal Cyber Defense PhReceptable Risk

No
Countermeasures

VPN Antivirus
Cyber insurance
Identity Monitoring

Password Manager

Secure messaging
Financial controls

Open communication (kids/elders)

Risk

Residual
Risk

Countermeasures

Your residual risk should fall within
your personalrisk tolerance. It is

Gl OOSLJilof S¢ (2 |@2dz A-

worry about it or lose sleep over it.

If residual risk is not acceptable,
continue to address the weaknesses
in your technology, processes or

personal habits until it is.
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Let ' s DI scuss S
That Apply to Our Practical Cyber
Self Defense Plan



Why Passwords?

A A password is a secret used in
combination with a username
to access a resource.

Key Concept A In theory, you are the only

person V\éh% knows theil y
. . but it
#1: Passwords e P ithentication Y & o2
A Length is th ti tant
and Passwokrd e

characters).

A Use apassword managéeo
store all your credentials and
reduce password exposure. Get
the family version and share
with your spouse!

A Caveat: A long password that
has previously been stolen is
useless.

v dzA O
Check the strength of your passwordtips://www.security.org/howsecureis-m

Why Passworedess?

A Passwordess options eliminate the
risk of stolen passwords! Pakgys
replace passwords by using pukliey
cryptography, which creates a private
key on your device and sends the
public key to the online service (site).

A When you go to login, the site sends a
challenge to your device, which your
device signs with your private key.
The site verifies your key and
authenticates youThere is NO
password to compromise!

A The process is transparent to you and
occurs via a chosen method such as
biometrics, PIN code, device unlock
or other method.The service you use
will ask you if you want to setup a

passkey.

-password/

Check if your password has appeared in known data breaclhigs://haveibeenpwned.com/Passwords

Learn about 1Password password mana@éins://1password.com/personalamily-securit
*Password managers scan your stored passwords for compromises in known breaches, as well as for strength.
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A Why MFA? Example offactors:
A MFA is the #1 countermeasure A Password (KNOW)

Key Conce pt against stolen credentialft A Phone (POSSESS)

prevents access to your account

#2 . M u Iti_ When the attacker knows your A TOTFt Timebased One Time
] login. Pin from Google
FaCtor A MFA means two or more of: Authent;]cator aKpIGCc;\r/\Vyour
: : Something youKNOW Something smart phone. ( )
Authenthathn you POSSESSr Something you A In-app acknowledgement
ARE It may also include (POSSESS)
SOMEWHERE YOU ARE _ »
SOMETHING YOU DO A Facial recognition (ARE)
Google Authenticator A Fi _
is a popular, free TOTH A 2FA means exactly 2 factors and is Fingerprint scan (ARE)
(and HOTP) weaker than MFA. It usually means & Geolocation (SOMEWHERE)
authenticator app that a password and a PIN or push _
produces a time notification approval on your A Typing rhythm (DO)
based ongime pin, or phone.
ah eventbaseg one A 2FA code to email is very weak and

time pin (HOTP). Get
from your favorite app
store and install it on
your smart phone.

Is strongly discouraged.
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Why VPNs? Selecting VPNs\Not all VPN services
are created equal. Some tips for
A A VPN encrypts all ) y

el selecting a good VPN service:
communications from your

Key COnce pt device to the VPN server A Use a welknown, opensource VPN
. (t?]‘?rﬁ are Sihe"dQ'Site VdP'f\|S that has been vetted by the security
#3: Virtu al which we Wil disregard 1or community and validated by
' SerECivel SoRl GEIEEE), reputable thirdparties.
- A Encryption means that an . .
anate atta%gr (;)r Iegitimatedservice A IIf yil,]i us_eda comdme:ctﬁl govtlder,
providers) cannot read your OOKIor Inaepenaent thireparty
N etwork (VP N) communication. tests that prove the claims of

encryption and privacy, but

A Use a VPN on your laptop and understand that the code is black

your phone.
J ' _ _ box.
A Some websites block traffic

from certain VPN services. A Check that the VPN has been tested

You will need to decide ifitis for leakageor run the tests yourself.

worth turning the VPN off to : o

use the service on a ca&g- A If you travel to sempermissive

case basis. regions choose a VPN that masks
What is VPN leakage? the fact that it is a VPN.

VPN leakage occurs when part of your communication is
made visible to the Internet Service Provider. Leaks ma

include IP address, DNS or other meta information. This
means that the ISP could still see what sites you browse

even if your communication to that site is encrypted. https://www.security.org/v

protonvpn/ 52
Disclosure: | use Proton. | have not used Express.
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Why Endto-End Encryption? Examples:

A Endto-End Encryption means that A iMessage to iMessage is end
the encryption starts on your device to-end-encrypted messaging
not in the online service you are

: A iMessage to Android is not
Key CO n Cept “oing: end-to-end encrypted

. A You control the encryption key not _
#4 EndtO- the provider (although this process is A Proton to Proton is endo-
usually invisible to yoult is the end encrypted
E nd most secure way to communicate. & proton to Gmail is not entb-
E t A It protects against two things: end-encrypted
ncryp IOn 1. A breach of the thireparty A Signal to Signal is ertd-end
service provider (attacker encrypted

cannot read your
communications).

2.  Access by the thirgharty
service provider (provider

Proton https:/proton.me/blog/what-is-endto-end- access for malicious
encryption reasons).

Signalhttps://support.signal.org/hc/en A Both sender/receiver must be using

us/articles/36000732039%s-it-private-Canl-trust-it
Whats Apphttps://fag.whatsapp.com/8201244 3585354 the same technology.

Az KFdQa ! L) G2 2Kl
endto-SY R Sy ONE LI S
a Meta product, so trust

factor is lower for me)

K
R o
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Why encryption at rest? Why encryption in transit?

A Encryption at rest refers to the A Encryption in transit refers to
Key COncept encryption of your data when it is the encryption of your data (and
] being stored on your devices or communications) when it is
. in the cloud. moving from one place to
#5: Encryption moving

A Encryption at rest is only useful e ) :
GKSY a2YS2yS Ol y Qi VRN @rd#yptdn traisit ffom
your device to the VPN server

at Rest and In

TranSIt A CO;riir&Zservice providers typically network.
rypt your data at rest to
provide support (unless it is end A Transport Layer Security (TLS)
e ———— to-end-encrypted). encrypts in transit from your
Windows 10/11 computerEnable Bitlocker to protect A Use Bitlocker (Windows) or web browser toche ¥veprfgrye_r
your data. If stolen, change your Microsoft Account FileVault (MAC) to encrypt the you are connecting 1o. IS IN

password just in case the thief has the one you last : effect if you see the LOCK icon

logged into the computer with. ga{d drl\{[eSth your computers for near the URL in your browser or

(I;/Ia;cbaok II;/_Iag'\CA)anable Itzl:eVa_uIt tt?\ protect ytour_f ata protection. if the web address is preceded
ata. Use FindMy to remotely wipe the computer i . )

is stolen and not recoverable. A Encryption at rest protects your by HTTPS://.

iPhone/iPad Protect with unique pin and/or data if your device Is stolen. A IMPORTANT: The LOCK icon only signifies

biometrics. Use FindMy to remotely wipe the device encryption it does not tell you if it is good

it is stolen and not recoverable. or bad. Threat actors can purchase the

Android Protect with unique pin and/or biometrics. same encryption certificates as good guys.

Setup the FindHub app and use it to remotely wipe

the device if it is stolen and not recoverable.
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Key Concept
HO:

Unauthorized
Transactions

Are you responsible? Examples of Unauthorized Transactions:

A Unau:thprized :[ravnsactions are A Debit carq used Withgut authorization
A2 SN SR 0€& CSRSNJI {e.g.oskirBniedzit b resta@rght).9 X €
the implementation regulation for

e BEleaimnie St Tereier At A Bank account credentials stolen (e.g.,

Consumer falls victim to a phish and
A Anunauthorized transactiors criminal uses credentials to access
made by someone other than the account and initiate an external
consumer who does not have actual transfer of funds).
authority and from which the
consumer receives no benefit. Does
not apply to businesses.

A Access obtained via fraud (e.g.,
Criminal impersonates a banking
employee to obtain access to your

A Generally, you araot responsible account and uses that fraudulent
for unauthorized transactions if you access to transfer funds).

report them in a timely manner. A Lost/stolen debit card that is used by

A You ARE responsible for authorized the person who found it to make
transactions (e.g., the Amazon item unauthorized purchasesou are limited to
you purchased but later decided
e2dz RARY QO ftA1SO0®

Tip on loss limitations$50 loss if you notify the bank after the card is used provided you
report within 2 business days. MC and Visa have better protect@eso liability. Your liability
can increase up to $500 for late notification. Liability may be unlimited if you fail to notify b

of an unauthorized transaction within 60 days after your statement is mailedE POINTLt is
in your best interests to review daily transactions and monthly statements and report
unauthorized transactions immediately. Consider how you may assist the elderly in your ci




Why Freeze or Lock your credit?

A Both are designed to prevent access to your credit for purposes of
opening new financial accounts.

A Freezdsprotected by lawand is free.

Key CO n Cept A Lockis a feature/service offered by credit bureaus andas protected
#7 Credlt by law. You must pay for it.

Freeze / Credit
Lock

Credit freeze Credit lock

Regulation Government-mandated Offered by credit bureaus

May be free or paid

Control Requires contacting each bureau Instant control via app/website

Flexibility Less flexible, requires time to lift More flexible, instant lock/unlock

Want to learn more?
https://www.consumeraffairs.com/
finance/creditfreezevs-credit-

lock.html

Access Restricts access to your credit report Restricts access to your credit report

Prevents new account fraud with

Primary benefit Prevents new account fraud )
added convenience

Identity theft victims needing strong Consumers seeking convenient

Best for

protection security measures
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Now Let’s DI scu
Cyber Self Defense Plan



You will defeat most attacks if your Cyber Self
Defense plan covers the

1. MINDSET: Assume breach. Aware but not paranoid. Action orie

2. IDENTITY: Your personal nonpublic information, and all things in combing
that identify you.

6. Digital Footprint

3. ACCOUNTS: Anything with a login: Financial, Social Media, Email, Utilitig

2 ey 5. COMMUNICATIONS: Messaging/ext. social medfaik voice.

L 6. DIGITAL FOOTPRINT: The tracks you leave as you consume resources (
Mindset and share your info.

My Identity And DevicesConnectDA I A G | € £ & €




1. Mindset

¢ALJA TFT2NJ e2dzX
%or Protecting Children and Elderly

A No tech involved.

A Decideto defend yourself and to put | C Frequent and open communication is more
countermeasures in place to make your circle a important than technology. You need to be in th
hard target. know and they need to understand the risks.

A Assume Breadhyour identity is probably already | C For children, it takes years to establish a value
stolen. system that promotes good decisianaking when

A Do not allow yourself or your children be you are not present. |
influenced by misand disinformation | G You cannot tech your way out of this.

campaigns. Online influence is subtle and
effective, and potentially dangerous.



2. ldentity

¢AlLJa FT2NJ e2dzX Wor Protecting Children and Elderly 7

C Pay for identity monitoring. It is the insurance plan _ _

financial harm. credit lock/freeze for yourself appropriately.

C If you have children, pay for the family plan and add
them.

The elderly will be targeted because they are assumed to
have a nest egg. They may not agree to identity
S _ monitoring, and as adults must engage the services
AnnL_laI monitoring is inadequate, continuous independently.

monitoring Is necessary. C Teach them to never engage a caller or an email or a text

that is unsolicited and is asking them to login or provid
L information. J

|dentity protection services monitor theark webas

well as yourcredit profilefor suspicious occurrences or
transactions. Some offer insurance guarantees that G
cover the costs of identity recovery.

[ S NY Y2NEBX

Dark Web'https://www.security.org/identity-theft/dark-web/

|dentity/ Credit Monitoring: https://www.experian.com/protection/comparedentity-theft-products/
*There are many other ID/credit monitoring services. Find the one that fits your needs.
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3. Accounts

¢ ALJA FT2NJ e 2dzX

C Use long, strong, unique passwords for each
account,

C If you must write them down, only record the
unique part and memorize a unigque string that is
used as the second part of every passwaqdr{ial
password technique

C For stronger security use passkeys (passwess),

C Use a family password manager that has multiple
layers of security (e.g., 1Password),

C Use multifactor authentication (MFA), and

C When available set alerts (e.g., in your online
banking).

C52yQi
C52y Qi
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Tips for Protecting Children and Elderly

:

61

C Freeze credit for children and vulnerable adults when
possible; use credit lock/freeze for yourself appropriately
(prevents opening new financial accounts).

CwSO2NR 22dNJ OKAf RNBY Qa ONBRSy

C If the elderly need to write down credentials, keep them
in a safe or use thpartial password technique

C Teach them not to respond to unsolicited/unknown calls,
texts, emails, or popups that express urgency or are
threatening.

C¢SIFOK UKSY €al¥S aSI NOKeé |GSOK
G2 | 6S0aArAidS NIYOGKSNI GKIyY |aD2z
search results, which could be malicious.

& NECETE 18 PSS of Praiis Belose Freaon Hke
which could deliver stealthy infostealers that harvest their

3 Achedeftibid of delfvdtFhahvare.



4. Devices & Data

Tips to protect your devices and data: \TVhat happens when you give your data to online services?
C Runantiviruson all your devices, phones included. A centralized A For nonregulated entities, when the privacy policy allows
antivirus like BitDefender lets you run scans across all your family Sharing, your data may be sold to data brokers, like National
devices; phones and computers. Public Data. The NPD breach exposed the SSNs, DOBs, Names and
C Keep your deviceperating systems up to dat€onfigure them to Addresses of 170 million people recently.
apply updates automatically. Patching fixes vulnerabilities in the A ChatGPT had a recent mishap. People who used the prompt
software that are exploited by threat actors. b P2 P P

C Keep your installedpplicationsup to date Applications do not update engine, publicly!
with the operating system patches.

A Many Al systems disclose that your prompts are read by humans.
it.

C Encrypt the hard drivesf your computers to protect your data if the
device is stolen (e.g., use Bitlocker on Windows and FileVault on Ma(:)A K‘ Summ%ry if >|/qour data is shared, you cannot control who has
ssume preac

UI

C If you use online storage sites, understand how the encryption WOI‘kS&
If the vendor stores the encryption key, they can decrypt your data
and access it or provide itin response to legal process. To prevent this,
use endto-end encrypted storagée.g., Proton, SpiderOak or similar).
Or keep your data at home on an encrypted drive and back it up.

C BORING BUT IMPORTANTYou use online services and really care
about your privacy, you have tead privacy policieperiod. The fine
print explains how your data is used and shared.
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C Device Use a VPN on your phone and your laptop. Be Do you have children that live far awayWe discussed how

aware of location tracking on your phone and per APTs are prpositioned in our power grid and have
application. iPhone has good privacy options now that infiltrated telecommunications businessd3o you have a a

shows you what your phone communicates with, and communications plan_for a gridor network-down

which apps are tracking you. scenario? 2y aARSNJ GKAaX

C Email and MessagindJse endto-end encryption when C iPhone 14 or greater + iOS 18 or greater includes satellite
possible. Use email services that have strong security texting capabilities via the Globalstar network. Limited
protections built in (e.g., Gmail, Proton). functionality and coverage gaps currently but you can

C Web browsing When transferring data, ensure you are send messages.

connected to a site with HTTPS or the lock icon. C GarmininReachVessenger is a satellite communication
device that links to your smartphone via an app. Garmin
Do you really need VPN when most websites are uses the Iridium satellite network which enables tway
encrypted with TLS (HTTPS)? Well, it depends. messaging with global coverage.
A On public wifi, ALWAYS. C52yQi FT2NBSGIZ AT GKS INAR Aa
A If you want to prevent leakage and encrypt alll charged to communicate.
traffic from your computer, YES. C For a reasonable communication plan in a goid

network-down scenario, consider a solar collector +
battery storage + satellite option for phone.

D

A 1If you only care about the specific website and ar
at home, then TLS is probably fine without theJ

VPN.




6. Digital Footprint

A If you use online services, email, a smartphone and soci

media, you cannot be invisible.

My results for Jun 202Aug 2025

A Your digital footprint is the trail you leave online AND f1
trail that others create without you knowing as your dg
Is shared (or stolen).

A The bigger your digital footprint, the more opportunity
for OSINT gathering about you, targeted phishing atta
identity theft, etc.

¢ALJA (2 | RRNX&aa @&2dzNJ RA3
C Consider a data removal service. You provide the
consent, and they submit removal and suppression
requests on your behall.

Consider the family plan to be more effective.
When signing up for online services, consider using

email alias (e.g., created with Proton Pass).
Be intentional about who you give your information

A

he

Remeoval requests cverview

ita

800

600

cks,

400

l..,]ZID.Ut

Time saved

n
477 hrs

to. Read the privacy policies to understand data
sharing practices.

Based on an estimate of how long it would taks

e to submit each request manually.

Suppression list entries

61

Brokers have added your infol
llect any personal information that could be associ

Aug 2025

Total sent

725

@ In progress

89

® Completed

636

rmation to their suppression list, which means thi

iated with you.

ey will never

https://incogni.com/
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Personal Cyber

Self Defense
Checklist and
Sample Budget

How to reduce costs:

¢

Reduce services by

SelfDefense Measure Reason

Antivirus Protect all devices (laptops, phones) for all

family members from malware intrusions.

Supporting Technology

Estimated Cost (per year)

$60-80

BitDefender
https://www.bitdefender.com/enus/consumer/familypack

Hard Drive Encryption Protect the contents of your hard drive if

your device is stolen

Included with your computer operating systems (Bitlocker for Windows, Free
FileVault for Mac). iPhones are encrypted by default.

using aHin-one
antivirus, VPN,
password manager
services (e.g.,
Consolidate on one
provider).

Prices reflected are
most expensive
family plans. Your
needs might not
require the family
plans.

*Optional disaster
planning

Identity Monitoring Monitor for stolen or weak passwords, your Experian $420
family information on the Dark Web, https://www.experian.com/protection/comparedentity-theft-products/
suspicious financial transactions

Data Removal Service Reduce digital footprint (the information that Incogni $276
can be used to target you or to impersonate https://incogni.com/pricing
you for financial gain)

Secure communications Email, File Storage, Calendar, VPN (also Proton Family $288

and storage comes with Password Manager, https://proton.me/family
Authenticator and Wallet) with entlo-end Signal Free
encryption https://signal.or

Password Manager Keep all passwords for your family in one 1Password $60
place, securely. https://1password.com

Authenticator A form of TOTP or HOTP nfdtctor Google Authenticator, Microsoft Authenticator, Proton Authenticator  Free

Application authentication. Ther are other forms of free  Download from your favorite app store.

MF A built into most applications now.

News Sources Counter misand disinformation

SmartNews app aggregator, news apps that offer opposing perspectivebree
LinkedIn (credible businesses/people), X (for following not posting),
Telegram (for following not posting), other social media, Feedly
(aggregator), Podcasts, Newsletters from people and companies you

trust

Child Protection Get in the fight! Help Child Rescue Coalition
continue to build software for law

enforcement to catch predators

Child Rescue Coalition

https://childrescuecoalition.org/involved/

Your generosity

*Satellite
communications

Messaging capability via Iridium satellite
network in the event of power grid or
network failure due to cyber attack

$300 device plus + $180
subscription

Garmin inReach Messenger
h //www.garmin.com/en Frecreation Mli
communicators/

*Backup Power Supply  Keep devices (phone) charged during power

outage

65W Power Bank w/15W Solar Panel $88

https:/iwww.mypatriotsupply.com/collections/solar
generators/products/65Swpower-bankw-15w-solarpanel
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4. Threats

&
Response

With your cyber selflefense plan in place,
you will prevent attacks and will be able to
respond confidently as needed.
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v .-" t.
Threats
Opportunistic or mtentlonal

Stealthy or bold.

b - What is a threat?

A Athreat is a harmful
condition that materializes
when athreat actorexploits a
vulnerability (weaknesk

A The vulnerability can occur in
technology, in a process, or in
human behaviors and habits.

A What weaknesses can you
think of in your personal
cyber defense strategy right

Targets ; : E _
Lack of defenses. | 3 now?

Lack of knowledge. ¥ A Goal:Eliminate critical

'. -. [ A weaknesses with the cyber

self defense plan we
RA83O0OdzaAaSRD® 52y Qi
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There Is no shortage of cyber threats

Unauthorized access to accounts V Business and vendor email compromise
Akenhanced social engineering V Abuse of personal information
Phishing and smishing
Account takeovers V Computerfacilitated child exploitation
Infostealers V Revenge porn
Credential harvesters
_ V Elder fraud (parents / grand parents)
Identity theft
Mis- and Disinformation V  Fake kidnapping for ransom
Ransomware V Tech support scams
Extortion
V
s)

Theft of your voice and likeness (deepfake Online puppy scams

<

Cryptocurrency scams
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must plan for both

Indirect Threats: You, or your family, areot targeted directly.

identifying information and is then breached by a sophisticate
threat actor. Along with thousands of other people, your name,
DOB, SSN, Address and other information is exposed, and yod are
at risk of identity theft.

A Example A data broker collects your nonpublic personal %

A Example A medical provider is breached and, along with
thousands of other people, your Protected Health Information ij;
stolen.

A Example You held a security clearanbeforethe Office of
Personnel Management was breached and now yotgtSiata,
which includes your family and close friends, is in the hands of a
foreign adversary.

Direct Threats: You, or your family, are targeted directly.

A Example You receive an email from the pastor at your church

asking you to email him regarding an urgent financial matter. A
the Treasurer, this message has potential legitimacy, and it graps
your attention. Since you are well trained to observe anomalieqg in
email, you notice that the email address behind the display name
Ada Yy2Z2U e2dzNJ LJ auz2NRao ,2dz OIft t
were speaiphished (personally targeted by a social engineering
attack).

Example You are going through a difficult divorce, and yowr 12
yearold child is seeking empathy in various online forums/socigl
media. She is targeted by a predator who senses her vulnerafle
state of mind and distracted parents.
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ThiraParty Data Breaches

You can do everything right, but your information still
gets compromised from somewhere else.

9 E I Y Ldiffi& & Péersonnel Management, Change Healthcare
and National Public Database.

Has your information been stolen?

A There is typically a way to confirm your exposure in a breach, but
this may not be offered right away. Follow the press releases for
the breach that affected you.

RESPONSE PLAN: What to do if you are on a list, @

KIS NBOSAOUSR I 0NBI OK
C If you suspect your identity has been or is likely to be v
fraudulently in a transaction, notify your bank and your
identity protection service.

If your Personal Identifying Information (PIl) was
compromised, lock your credit instantaneously and the
freeze (if not already done).

Change password on affected account (all accounts if

A Check your email, phone number and password for exposure in
I'  prior known breacheshttps://haveibeenpwned.com

YIQ I\li«,btién?ilr %@'Daﬁh Bre%cb((datg b%k@r tﬁlageMed SSN, DOB,

sed Name, Address, Contact Info for 170 million people):
https://npd.pentester.com

A Office of Personnel Management breach (All personal info from
SF86 forms) https://www.opm.gov/cybersecurityresource
center/#Actions

N A List of ongoing Healthcare breaches (medical information and PII):
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

YOU\When you procure an identity/credit monitoring

re-used your password, ensure all passwords are uniq

Make sure Multifactor Authentication (MFA) is turned ob

legervice they typically scan for your information on the
.dark web and alert you if found**
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Phishing, Smishing, and Malware

RESPONSE PLAN: What to do if you think you have fallen for

For most of us, this is the most prevalent attack is social engineering via emalil LIKA a K X _

and phone, learn how to recognize it. C The phish may lead you to a credential harvester (see response
plan next page if you supplied your credentials).

C The phish may ask you to download a file. Malware can be

Ten Red Flags of Phishing

1. Urgency or urgent threats. hidden in legitimate files like PDFs, Excel and Word. If you {think
2. Generic greetings instead of your name. that you downloaded a malicious do the following:
3. Mismatched sender addresses. C Disconnect from Internet.
4. Suspicious links. C t S NY | y S y ¥ f é RSf SL,J-ICkL,IO&eﬁ It)F AfS
5. Requests for sensitive data (your personal data). ¢ Run f_uII virus scan with mSta!Ied Antivirus.
_ _ _ _ _ C Consider secondary scan using Malwarebytes Free
6. fF;glgagrammar/spelllng (although Generative Al is leveling the playing version.
C Clear browser cache and cookies.

Unusual atachments. C Change passwords for login pages that were

Toogoodio-be-rue offers. authenticated at the time.
9. Impersonation of trusted brands. C If you store credentials in your browser, change them
10. Unsubscribe threats. (especially your financial passwords). Then make sufe
*The best defense is to pause and think. MFA is enabled on all accounts.
https://www .knowbe4.com/resourceenter/phishing (; Check for scheduled tasks and remove them (Searcr

_ _ . online how to do this based on your operating systen)
https://securityboulevard.com/2025/05/whamight-be-a-phishingmessagel 0-red-flagsyou-
shouldntignore! C Apply the latest updates to your compuiter.

C Review the available security controls in your specific emai
software and make sure you make the best use of them.
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Credential Harvesting

A The objective of a credential harvester is to steal
your username and passwoittien use your
credentials foraccount takeoveor credential
stuffing attackga method of attack to login to an
account using stolen passwords).

A Credential harvesting often begins with a phishing
attack in email that tricks you to click on a link. The
link takes you to an impersonated site and may
send you to yet another site, where it eventually
asks for your username and password. Harvesters
that target online banking apps also ask for your
one-time pin code (and people give it!).

A Harvested credentials have value on dark web.

A Initial Access Brokers (IABs) are in business to ste@lC Turn on MultFactor Authentication (MFA).

your credentials then sell them to other bad
actors, like ransomware operators.

RESPONSE PLAN: What to do if you think you just
ddzZLJLX ASR €2dzNJ ONBRSYURIf

¢

¢
¢

¢
¢

If you provided banking/financial credentials, call
your financial institution immediately.

A Banks are not required to reimburse for
authorized transactions.

A Banks are required to reimburse for
unauthorized transactions (time limit may
apply).

Logout of the potentially compromised service.
if available in the application Settings, force a logout
of all active sessions.

Immediately change your password.

Initiate virus scan on your device to be safe. J

~
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Infostealers (and other malware)

A An infostealer is a type of malware that is installed on Stealerium- A disturbing new trend.

your computer, usually from a phishing email that tricked A ¢

: S : : G¢CKS YIfgl NS tA1S FEft AyTF2al
you into clicking on or downloading something. target's computer and automatically send a hacker a wide

A An infostealer, you guessedlit, steals informatiorfrom variety of stolen sensitive data, including banking
your computer! Infostealers steal anything from banking information, usernames and passwords, and keys to
passwords to files. They are highly capable and often victims' crypto walletsStealerium, however, adds
bypass oftthe-shelf antivirus software. another, more humiliating form of espionagh also

. . monitors the victim's browser for web addresses that
A The best countermeasure is to observe before you click, include certain NSFW keywords, screenshots browser

or download. Steer clear of freeware, which may be an tabs that include those words, photographs the victim via

and sends all the images to_a hackerho can then o
of Ol YFAET GKS OAOUAY 6A0UK (K

RESPONSE PLAN:
See Malware response plan above A{SOdzNA Ge& 02 YLI yée t NE 2T L2 AY
G P P ' 2T mMnannnQa 2F SYI Af A

I |

: . . _ A ltis especially important to educate teenage boys about
Hudson Rock is an authority on infostealers: sextortion threats, to prevent worsicase scenarios like

https://www.infostealers.com suicide.
https://www.wired.com/story/stealeriuminfostealerporn-sextortion/
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Account Takeovers

A Your compromised credential is used to access your
bank account, 401k, social media, email or any other
account with an online login.

A The attacker becomes yand may attempt the
following:

A Monitor your communications and continue the social
engineering attack to your contacts.

A Initiate external transfer of funds.
A Lock you out and demand ransom.

CKAYy3Ia (2 1y26 lFozdzi | 002
A Account takeovers are usually automated

A Initial login occurs less than 1 minute after
compromise, before human haraff

A In most cases, MFA prevents access when credentials
are stolen, HOWEVER, many credential harvesters als

0SSy Gl 1Sy 2JSNX

C If itis your bank account, call them immediately
A Banks are not required to reimburse for authoriz
transactions.
A Banks are required to reimburse for unauthorize
transactions (time limit may apply).
C For other accounts, if the attacker is demanding a
ransom, do not engage, call the service provider first
try other recovery options.

d£[ df YO§ 5[-““1*@’% a@cgs&ﬁ)g@ut of the potentially

compromised service.

all active sessions.

C If you still have access , immediately change your
password.

o C If you still have access, turn on Midactor

ask for One Time Pins and people provide it!

Authentication (MFA).
C If emalil, remove forwarding rules or other rules creat
by the attacker.

RESPONSE PLAN: What to do if your account has

C if available in the application Settings, force a logout of

pd

d
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Elder Fraud

Old age is often accompanied by loneliness and
loneliness is an exploitable vulnerability

A 1t may seem like an obvious scam to you, but the
elderly may liquidate everything for a stranger whom
they think is helping them, who is impersonating a
trusted entity, or who they have developed a fond
(but false) connection with.

A Elder Fraud is unfortunately committed by family and
friends more often than strangers.

Common scams affecting the elderly are:
A Romance scams
A Tech support scams

A Compromised Account scams (move your money to
keep it safe)

A Cryptocurrency scams

-]

RESPONSE PLAN: How to protect the elderly in yout
AT €2dz adzZalJSOu UKFU UKSe

C Call the bank from which the funds were transferred,
immediately. Your bank can initiate a kill chain progess
through the FBI, but each hour diminishes the change
of recovery.

A Once funds leave the US, they are typicathy recoverable.

A Once fiat is exchanged for cryptocurrency it may not be
NEO2UJSNIotS O6A0 ftAUSNITETEE
phone in Nigeria).

C Talk to the person and try to determine how they

have been communicating with the fraudster. If thei
computer was access or they provided credentials,
follow the relevant response on the previous pages.

C Discuss options to freeze their credit, especially if they

life

O

=

gave personal information to the fraudster.

https://ovc.ojp.qgov/program/eldeffraud-abuse/relatedresources

https://wvww.fbi.gov/how-we-canhelp-you/scamsand-safety/common
fraudsand-scams/eldesfraud

https://www.aba.com/bankingtopics/riskmanagement/eldeffinanciat
exploitation

76

G S

2 dzf R


https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources
https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources
https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources
https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources
https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources
https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources
https://ovc.ojp.gov/program/elder-fraud-abuse/related-resources
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/elder-fraud
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation
https://www.aba.com/banking-topics/risk-management/elder-financial-exploitation

Countering Misand Disinformation

Threepronged strategy for you and your children:
1.

Scan headlines daily _ (
Republican/Demaocratic), Social Media, Podcasts
(=unfiltered/direct)

A
A
A

A

Talk to kids about the headlines

To T To o I

You can adapt the twpron _ )
Spinelli, used by LE to evaluate information from informants t
justify search warrants, to also evaluate sources you listen to

A
A

(US/nbs, conservative/liberal,

Is there a central theme?
Dig deeper on headlines that matter.

Nowadays you can use Generative Al to probe topics as well, but like al
other sources, verify.

What does theTotality of the Circumstancesll you?

Where are they getting their information?

What are their friends saying?

Are they attracted to fringe opinions?

Are they in an echchamber (single viewpoint forum)

Are they staying in line with parents' worldviews and values?

legal test known as AguHar

|®)

Basis of Knowledge TegtHow did the source get the information? Was it
personally observed or is it hearsay?

Veracity (Reliability) Test Why.is the source credible? Why is the
)\YT%\I\NI- u)f\)_z a N%f Alof SK La l),{KS a
regarded? Are they inherently credible? Do they have a good track recofd

for reporting accurately? Is their information corroborated form other
sources? Is their information seffcriminating?

a 2 dzN

Countering misand dig information is a longterm
Strategy:

RESPONISIBLE ADULTS HAVE AN OBLIGATION TO

ENSURE OUR YOUTH ARE NOT ADVERSELY

INFLUENCED BY RADICAL OR FRINGE VIEWPOINTS

THAT FLOURISH IN DARK CORNERS OF THE INTERNE

AND EVEN IN SOME PUBLIC FORUMS, PARTICULARLY

THOSE THAT ENCOURAGE GENOCIDE, TARGETED

VIOLENCE AND/OR EXPLOITATION OEVULNKEfRéABLE
OSUE NBLIOZOF GAZY 65

vl KA 4

lYzZz0Y Ny K

POPULATIONS.
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Shields up! You now
have the knowledge
t o

A Protect yourself and your family from
most cyber attacks.

A Protect children and elderly in your life.
Get after it!
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